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EXECUTIVE SUMMARY

Consumer financial fraud is a serious problem in our society. More than 1.2 million fraud complaints were made to law
enforcement and federal agencies in 2015, and over half of the consumers filing complaints reported losing money
(Consumer Sentinel Network, 2016). No socioeconomic or demographic group is immune to fraud victimization. Men and
women, college students and retirees, rich and poor — all are all potential targets. Despite the billions of dollars lost to
scams each year, the United States has yet to routinely administer a national survey to estimate the annual prevalence of
financial fraud. Therefore, with support and assistance from the FINRA Investor Education Foundation (FINRA Foundation),
the Stanford Center on Longevity (SCL) embarked on a project to create, test, and refine a survey instrument to measure
the scope of the problem.

Survey development was based on a report published by SCL in 2015 — A Framework for a Taxonomy of Fraud — that
defines and categorizes the many subtypes of fraud targeting individuals. The survey was tested with victims and non-
victims, and administered to an online panel of 2,000 U.S. adults age 18 and older. Data was collected on the frequency
and type of fraud victimization in the past year, the amount of the loss, fraud solicitation and transaction methods,
perpetrator characteristics, reporting behaviors, and the emotional and financial impact of victimization. The survey
measured seven major categories of fraud targeting individuals defined in the taxonomy:

1) Investment fraud

2) Consumer products and services fraud
3) Employment opportunity fraud

4) Prize and lottery fraud

5) Phantom debt collection fraud

6) Charity fraud

7) Relationship and trust fraud

Key findings from the pilot test were:

e Half of the survey respondents reported victimization by one or more major category of fraud in the past year.
This is much higher than the Federal Trade Commission’s (FTC, 2013) estimate that 10.8% of U.S. adults were
defrauded in 2011, and also higher than the National White Collar Crime Center's (NWC3) prevalence rate of
16.7% (Huff et al., 2010)."

e Consumer products and services fraud was reported with the highest frequency — nearly 43% of the sample
reported experiencing one or more of these types of scams.

e On average, fraud victims in the sample were nine years younger than respondents who did not report fraud —
40.9 years old compared to 49.7 years old — and the majority of victims were male. The FTC (2013) also found
that consumers ages 45 to 54 were significantly more likely to be victims than those over age 55, but there were
no significant differences in victimization rates by gender.

e The most common method of fraud solicitation was through the Internet (30%), and the most common method of
payment was by credit card (32%). The FTC (2013) also found that one-third of self-report victims were solicited
online (33%), but more than 56% paid by credit card.

' These studies use random digit dialing to survey consumers over the phone. The types of fraud included in those
questionnaires differ from the fraud types surveyed in this pilot study.
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e Also similar to the FTC (2013) report, typical losses from fraud were low. While 46% of the sample reported losses
between $1 and $99, 30% of fraud victims reported losses between $100 and $499, and 21% reported losses of
$500 or more. Eighteen percent paid money more than one time. These loss estimates are similar to findings
reported in other surveys of the general population (e.g., Titus et al., 1995) but are less than the average amounts
reported by consumers to complaint agencies (Consumer Sentinel Network, 2016).

e The majority of victims (52%) believe they were intentionally scammed or defrauded by the person or
organization that took their money.

e As adirect result of fraud victimization, 35% reported that it was hard or somewhat hard for them to meet their
monthly expenses or pay their bills.

e Only 14% of victims reported the incident to local law enforcement or a federal or state reporting agency. This
figure is similar to the results of a survey conducted by the NWC3 in which 12% of households reported
victimization to a criminal justice agency (Huff et al., 2010).

In addition to the surveyed frauds, participants were prompted to describe other incidents in their own words if none of
the questions reflected their victimization experience. Findings from these open-ended responses were used to revise the
survey instrument and develop additional screening questions. The revised consumer financial fraud survey is planned to
be included as a module in the National Crime Victimization Survey managed by the Bureau of Justice Statistics. This module
will enter the field for six months in 2017 and be administered to nearly 90,000 people age 18 years and older.
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BACKGROUND

THE CHALLENGE OF MEASURING FINANCIAL FRAUD

In 2015, the FINRA Foundation published a report on a survey of the emotional costs of financial fraud victimization. The
results showed that victims experience significant stress, depression, loss of trust, and self-blame (FINRA Foundation,
2015). These outcomes are similar to what has been reported by victims of physical and sexual assault (Langton &
Truman, 2014), yet fraud victimization is largely neglected in the criminology and victimology literature (Deem, 2000). Part
of the problem is that fraud is difficult to define. What one person labels as poor customer service, another person might
classify as fraud. Second, fraud schemes are constantly evolving, as are the methods of soliciting potential targets and
obtaining their money. These issues, coupled with victims’ shame and confusion about what happened, present serious
challenges for estimating the 1-year prevalence and cost of financial fraud.

The result is that an array of survey instruments and methodologies have been used to measure prevalence with virtually
no standardization in sampling procedures and survey items. As described in our 2013 publication, The Scope of the
Problem, key sources of fraud statistics originate from self-report surveys as well as consumer complaint and law
enforcement data. Different sampling methods produce widely different estimates on the occurrence of fraud. For
example, past-year prevalence findings from random sample surveys range from 4% (AARP, 2003b) to 17% (Huff et al.,
2010). These data are hard to compare because surveys sample different age groups and are administered in different
years, and survey questions ask about different types of fraud. Standardization is needed to examine how fraud
prevalence changes from year to year and which groups are targeted. While survey methods are never entirely free of
measurement error, we can achieve more reliable prevalence estimates using a validated instrument and a large,
randomly selected sample.

GENESIS OF THE FRAUD STUDY

Beginning in 2011, SCL collaborated with government agencies and researchers seeking to understand fraud and its
victims. This multistage endeavor culminated with a conference hosted by the FINRA Foundation and SCL in spring 2014.
At The True Impact of Fraud: A Roundtable of Experts’, attendees discussed the limitations of current fraud estimates and
advocated that a uniform classification system and survey instrument were needed to track fraud prevalence in the U.S.

As an outgrowth of that conference, a multidisciplinary group of fraud and measurement experts convened at a forum in
2015 to form the Taxonomy of Fraud Working Group,? funded by the FINRA Foundation. The goal of this meeting was to
develop a definition and organizational scheme for fraud that targets individuals. Attendees created an initial draft of a
fraud taxonomy that was refined following numerous conference call meetings and a comprehensive review by a larger
panel of experts from government, academia, and consumer advocacy groups. The revised fraud taxonomy was further
tested for completeness using 300 consumer complaint cases from the FTC's Consumer Sentinel Network database.

% Conference proceedings from The True Impact of Fraud are available at http:/fraudresearchcenter.org/2014/06/the-true-impact-
of-fraud-a-roundtable-of-experts-washington-dc-2014/

* Framework for a Taxonomy of Fraud (2015) available at http://fraudresearchcenter.org/2015/07/framework-for-a-taxonomy-of-
fraud/

Findings from a Pilot Study to Measure Financial Fraud in the United States | 2017 5



DEVELOPING THE SURVEY INSTRUMENT

DEFINING FINANCIAL FRAUD

The ultimate goal of the taxonomy project was to meaningfully categorize the diversity of fraud schemes to inform survey
development. An initial step was to provide a definition of financial fraud that could accommodate many different scam
types. The definition needed to be broad enough to include fraud cases in which victims are threatened with negative
consequences, such as arrest for failing to pay debts they do not actually owe, but also narrow enough to exclude
negative consumer experiences that do not constitute fraud, such as overpaying for inferior quality goods. As such, we
expanded an early definition by Titus, Heinzelmann, and Boyle (1995) and defined fraud as “Intentionally deceiving the
victim by misrepresenting, concealing, or omitting facts about promised goods, services, or other benefits and
consequences that are nonexistent, unnecessary, never intended to be provided, or deliberately distorted for the purpose
of monetary gain” (Beals, DeLiema, & Deevy, 2015). Based on this definition, financial fraud involves intentional deception
whereby perpetrators knowingly convince their targets to engage in transactions that no reasonable person would agree
to if they had been told the truth.

The second step in constructing a useful organizational framework was to select a classification structure. The taxonomy
was modeled after the international crime classification system proposed by the United Nations® that incorporates four
core principles: exhaustiveness, structure, mutual exclusiveness, and description. The fraud taxonomy is incident-based
and organized into five hierarchical levels corresponding to the target of the fraud (i.e., a person or an organization), the
expected benefit or outcome promised to the target (an investment, a service, a windfall of money, etc.), and the specific
subtype of fraud. Each successive level in the taxonomy represents a finer degree of granularity, such that specific
examples of fraud are embedded within broader subtypes, which are in turn embedded within even larger categories of
fraud. Since it was published, the taxonomy has been used and expanded by researchers and consumer fraud
organizations, including the Better Business Bureau, the Association for Certified Fraud Examiners, and others.’

SURVEY DEVELOPMENT

The Stanford Center on Longevity worked closely with researchers from the FINRA Foundation, the Bureau of Justice
Statistics, and Arc Research to transform the taxonomy into a survey instrument. The team agreed on several key design
concepts and measurement parameters. The first parameter was that the survey take less than 15 minutes to administer.
This meant incorporating screening questions and skip patterns to reduce respondent burden. Second, because we aimed
to estimate one-year prevalence rates, participants were told to focus on experiences that happened in the past 12
months.

We also decided to omit the words “fraud,” “scam,” and “victim” in the introduction to the survey and in the survey items.
Previous research indicated that semantic context significantly impacts how participants respond to questions
(Tourangeau, Rips & Rasinski, 2000). Researchers at SCL found that framing a fraud victimization survey in a criminal
context significantly reduces fraud reporting rates, particularly among older participants (age 65+) and women (Beals et
al., 2015). Therefore, in the present pilot study, participants read an introductory statement informing them that the
purpose of the survey was to collect information on negative financial experiences in which someone convinced them to
pay money by misrepresenting, lying about, or hiding information about something they promised they would receive.
This survey framing incorporates the definition of fraud while avoiding sensitive words that might negatively impact
disclosure among fraud victims.

* Principles and Framework for an International Classification of Crimes for Statistical Purposes available at
https://www.unodc.org/documents/data-and-analysis/statistics/crime/Report_crime_classification_2012.pdf

> For example, the Taxonomy of Fraud for Microfinance (2015) available at https://fraud-doctor.com/2015/12/10/taxonomy-of-
fraud-in-microfinance/
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The primary unit of analysis in the survey is the incident of fraud. To identify which fraud types are most common and for
which groups, we collected data on each of the seven major categories of fraud targeting individuals. These are depicted
in Level 2 of the taxonomy and include:

1) Investment fraud

2) Consumer products and services fraud
3) Employment opportunity fraud

4) Prize and lottery fraud

5) Phantom debt collection fraud

6) Charity fraud

7) Relationship and trust fraud

These seven categories were translated into screening questions for the online survey. Participants who did not
experience any of these (non-victims) proceeded directly to the demographic and psychographic questions at the end of
the survey. Participants who reported any of these fraud types in the past year (victims) were then asked more specific
questions to determine the corresponding subtype of fraud within that particular category. These fraud subtypes
correspond to levels 3, 4, and 5 of the taxonomy. For example, if a participant reported phantom debt collection fraud, he
or she was subsequently asked what the false debt was for, such as unpaid taxes, medical services, student loans, or
something else. The goal of these additional questions was to collect more precise estimates on common fraud schemes
that target consumers.

After selecting the specific type of fraud, victims were asked questions about the perpetrator(s), the method of solicitation,
the amount of money lost, the transaction setting, the methods used to transfer payment, their reporting decisions, and
the emotional and financial impact of the incident. This information corresponds to “attribute tags” in the taxonomy,
which are additional descriptive information that can be applied to specific incidents of fraud. Attributes are important for
understanding the context of fraud and its jurisdictional and policy relevance (e.g., elder fraud, cyber fraud, mail fraud).

Participants could report more than one type of fraud that occurred during the past year. Experiencing multiple fraud
types (polyvictimization) is common because consumers often have their contact information added to “mooch lists” or
“sucker lists” that are sold to other fraudsters, thus resulting in more solicitations. To reduce response burden, polyvictims
were only asked to provide descriptive (attribute) information about the incident they remembered the most details
about.

The survey is intended to capture data on successful or completed fraud in the past year. As such, if a participant reported
fraud but experienced no monetary loss or received a full refund, this person was re-categorized as a non-victim.
Respondents who reported fraud but then claimed that the incident happened more than one year in the past were also
re-categorized as non-victims.

For some fraud and attribute questions, participants could provide open-ended responses. There were no limits placed
on the length of these responses. The open-ended responses revealed types of fraud that were missing from the survey,
as well as areas where participants were confused about how to classify their experience.

In the following report, we present findings from a pilot test of the survey, administered to 2,000 U.S. adults online.
Results are presented in aggregate and classified by the seven major categories of fraud listed above. In addition to
reporting the frequency of different fraud types, we present data on the alleged perpetrators, losses, money transfer
methods, reporting, and impact of fraud from the victims' perspective. The report concludes with recommendations on
how the survey can be improved and adapted for administration with the National Crime Victimization Survey (NCVS).
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METHODS

SURVEY DEVELOPMENT AND ADMINISTRATION

Survey development was funded by the FINRA Investor Education Foundation and administered by Arc Research. Prior to
administration, Arc Research conducted qualitative telephone interviews with 10 fraud victims and 10 non-victims to test
the survey instrument. The purpose of these interviews was to understand how respondents interpreted the questions
and how they drew from their personal experiences to answer them. Another goal was to test the logic of the skip
patterns and to determine whether known victims answered the questions accurately based on the type of fraud they
experienced. AARP Foundation and the National Telemarketing Victim Call Center assisted by helping to recruit
participants who were independently verified as victims of fraud. Interview subjects were compensated with a $30 gift
card.

The final survey was programmed by Online Survey Solutions using Confirmit. It was administered to a non-probability-
based online panel (Survey Sampling International) of 2,000 adults age 18 and older residing in the United States.
Participants were recruited based on age, sex, race/ethnicity, and regional quotas so that the sample would
demographically represent the U.S. adult population according to the 2014 American Community Survey. Weights were
constructed using Random lIterative Method (Rim) weighting methodology and were calculated based on annual
household income and education.

The study was reviewed and approved by the Stanford University Institutional Review Board. All participants were
presented with an online consent form to read and accept before they could continue to the survey questions. Those who
did not consent were discontinued. Participants who started yet did not complete the survey were terminated
(approximately 1/3 of total). Demographic information for these terminated cases was not collected. Four participants
were dropped from the final analysis sample because they gave nonsensical free-response answers suggesting their data
were unreliable.

The survey was administered between April 26, 2016, and May 3, 2016. Fraud rates refer to the weighted frequency of
specific types of fraud that occurred within the previous year, so between April 26, 2015, and May 3, 2016. Median
survey duration was 8.3 minutes for non-victims and 12.6 minutes for victims.

CHARACTERISTICS OF THE SAMPLE

The sample was 51% female and 49% male. On average, participants were 45 years old and ranged from 18 to 86 years
old. Roughly 54% of the participants were married, 30% were single, 11% were separated/divorced, and 5% were
widowed. Fifty-nine percent were non-Hispanic White, 20% were Hispanic, 12% were Black, 4% were Asian/Pacific Islander,
and 5% reported “Other race/ethnicity.” Just under a quarter of the sample reported an annual household income of less
than $25K, 23% reported between $25K and $50K, 18% reported between $50K and $75K, 12% reported between $75K
and $100K, and 23% reported an annual household income of $100K or greater; 6% declined to report annual household
income. One quarter of the sample had a high school education or less, 30% had some college education, 18% were
college graduates, and 11% had a post-graduate degree. Fourteen percent did not graduate high school. Nearly 19% of
participants lived in the Northeast, 20% lived in the Midwest, 37% lived in the South, and 23% lived in the West.
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FINDINGS

The following report provides a summary of key findings, including the weighted one-year frequency of seven types of
financial fraud and characteristics of fraud victims and non-victims. Statistics on solicitation and payment methods,
financial losses, perpetrator characteristics, and the consequences of fraud victimization are also presented.

OVERALL FREQUENCY OF FRAUD

The frequency of self-reported financial fraud victimization was very high. Among the 1,996 valid survey responses, half of
the participants (50.3%) reported experiencing one or more types of fraud victimization in the past year. The fraud
category reported with the highest frequency was consumer products and services, including unauthorized billing
(consumer fraud). Nearly 43% percent of respondents paid for a product or service in the past year that they never
received or that turned out to be worthless, or were charged for services they did not sign up for. Investment fraud was
also common. One-sixth (16.5%) of participants stated they invested in something that promised high or guaranteed rates
of returns that ended up being worthless or that their money was never invested at all. Prize and lottery fraud, including
sweepstakes and inheritance scams, had the lowest frequency — at 9.4%.

0% 10% 20% 30% 40% 50% 60%

Investment fraud 16.5%

Consumer products and services fraud
Employment fraud

Prize and lottery fraud

Phantom debt fraud

Charity fraud

Relationship and trust fraud
Any fraud 50.3%
Non-victims 49.7%

POLYVICTIMIZATION: Victimization by more than one major category of fraud was very common. While 15.7% of the
sample reported only one type of fraud in the past year, 12.6% percent reported two types of fraud, 7.4% reported three
types of fraud victimization, and 14.6% of the sample reported victimization by four types or more.

Number of fraud types reported

= No fraud
Reported 1 fraud type
® Reported 2 fraud types

® Reported 3 fraud types

m Reported 4 or more fraud
types
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DEMOGRAPHIC CHARACTERISTICS OF VICTIMS AND NON-VICTIMS

AGE: Contrary to popular assumptions and several research studies that seniors are the most common victims of fraud
but consistent with findings in previous population surveys (FTC, 2008, 2013; Titus et al., 1995), non-victims were
significantly older than victims in this pilot study. Across all fraud types, victims were 41 years old, on average, and non-
victims were nearly 50 years old. Those reporting relationship and trust fraud, and prize and lottery fraud, were the
youngest victims on average (around 35.4 years old), and consumer fraud victims — the largest fraud category — were
the oldest (40.8 years old). These categories are not mutually exclusive, such that demographic characteristics of
participants who reported multiple incidents of fraud (polyvictims) are included in each of those subtypes’ estimates.

On average, victims are younger than non-victims
0 10 20 30 40 50 60

Non-victims

Investment fraud

Consumer products and services fraud
Employment fraud

Prize and lottery fraud

Phantom debt collection fraud

Charity fraud

Relationship and trust fraud

Prior studies have reported that the average age of fraud victims is older than age 40; however, most of these studies
sample from an older population. For example, AARP's (2003a) telemarking victim study only included adults age 45 and
older, and the FINRA Foundation’s (2013) study only recruited participants age 40 and older. Excluding young adults
increases the average age of these samples. An alternative explanation for why victims are on average younger than non-
victims is that older adults are less likely to acknowledge and report fraud in an online survey compared to younger adults
(AARP 2011). Research using a longitudinal sample indicates that declines in cognition are associated with susceptibility to
scams (Gamble et al.,, 2014). We examine the relationship between age and reporting fraud further on in the discussion of
the report.

GENDER: Although differences were not statistically significant, over 50% of the fraud victims were male in all categories
of fraud while the majority of non-victims were female.

Male versus female victims by fraud type
0% 20% 40% 60% 80% 100%

Non-victims
Investment fraud
Consumer products and services fraud
Employment fraud
Prize and lottery fraud
Phantom debt collection fraud
Charity fraud
Relationship and trust fraud
B Male B Female
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RACE & ETHNICITY: We found that victims in the survey were more racially and ethnically diverse than non-victims:
Twenty-two percent were Hispanic and 14% were Black compared to 17% of non-victims who were Hispanic and 9% who
were Black. Consumer products and services fraud, phantom debt collection fraud, and relationship and trust fraud had
the highest proportion of Hispanics — 28% of the victims in each of these three categories. Prize and lottery fraud had the
highest proportion of Black victims (23%). Asian respondents and respondents who reported mixed and other
race/ethnicity had rates of victimization that were relatively proportional to the size of their race/ethnic group in the
overall sample.

Race and ethnicity differences by fraud type

0% 20% 40% 60% 80% 100%
Non-victims I .
Investment fraud I -
Consumer products and services fraud 1 I
Employment fraud s [
Prize and lottery fraud I [
Phantom debt collection fraud I [
Charity fraud [
Relationship and trust fraud [
B White B Hispanic Black B Asian B Other race/ethnicity

MARITAL STATUS: Marital status differed by fraud type. The majority of investment fraud victims were married (58%)
compared to relationship and trust fraud where victims were typically single (46%), divorced (7%), separated (4%), or
widowed (nearly 2%). The category of relationship and trust fraud includes “sweetheart scams” in which the victim is
targeted when seeking a romantic partner. This might explain why many of the victims are single (46%) compared to other
major fraud types. A higher proportion of prize and lottery fraud victims were also single (43%) compared to the other
fraud types.

Marital status differences by fraud type
0% 20% 40% 60% 80% 100%

Non-victims I

Investment fraud I .

Consumer products and services fraud I
Employment fraud I

Prize and lottery fraud I

Phantom debt collection fraud I .

Charity fraud I .

Relationship and trust fraud .

M Married M Single Separated M Divorced M Widowed/widower

N=1980 (16 people did not report marital status)
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EDUCATION: Fraud victims had relatively similar education levels to non-victims overall, although there were differences
by fraud type. The most educated group was investment fraud victims — 70% attended some college or were college
graduates. On average, the group with the lowest education levels was prize and lottery fraud where only 47% attended
or graduated from college.

Educational differences by fraud type
0% 20% 40% 60% 80% 100%

Non-victims

Investment fraud

Consumer products and services fraud
Employment fraud

Prize and lottery fraud

Phantom debt collection fraud

Charity fraud

Relationship and trust fraud

M High school orless M Some college College +

Note: N=1990 (6 people did not report their education)

INCOME: Similar response patterns were found for annual household income. Sixty-seven percent of investment fraud
victims reported annual household incomes over $50,000 per year compared to victims of relationship and trust fraud
where only 47% had incomes of $50,000 or more. Prize and lottery fraud, phantom debt collection fraud, and
employment opportunity fraud victims also had lower incomes, on average, compared to non-victims and victims of other
fraud types.

Income differences by fraud type

0% 20% 40% 60% 80% 100%
Non-victims [
Investment fraud IS 0 e
Consumer products and services fraud [
Employment fraud [
Prize and lottery fraud I
Phantom debt collection fraud L B
Charity fraud L I
Relationship and trust fraud L
m < $15,000 m $15,000- $25,000 $25,000- $35,000 m $35,000- $50,000

m $50,000- $75,000 m $75,000-$100,000 = $100,000-$150,000 m™$150,000 +

Note: Percentages are calculated out of n=1876. One hundred and twenty participants (6%) selected “refuse to state” or “don't
know” when reporting annual household income.
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FRAUD TYPE 1: INVESTMENT FRAUD

Investment fraud occurs when a perpetrator knowingly misleads a person to invest in securities, commodities, real estate,
or some other investment vehicle where the earnings are grossly misrepresented or the money is never invested at all.
Sixteen and one half percent of the sample (95% confidence interval = 14.6% to 18.5%) reported investment fraud
victimization in the past year, higher than the FINRA Foundation’s (2013) finding that 11% of people over age 40 were
victims of investment fraud. The most frequent type of investment fraud reported was penny stocks (3.3%), followed by
something that guaranteed a daily rate of return (2.8%). Forty-two percent of victims believed their investment was part of
a Ponzi scheme where the only way they made money was from the funds of other investors. Another 21% were unsure.
Eighty-six percent stated that they invested one time only, and 14% reported investing money two or more times.

Types of investment fraud reported
0.0% 05% 1.0% 15% 2.0% 25% 3.0% 3.5%
Penny stock
Real Estate Investment Trust (REIT)
Alternative energy company
Pre-IPO stock
Commodities
Investment that guaranteed a daily rate of return
Oil or gas exploration

Government or company bonds

Other type of investment

FRAUD TYPE 2: CONSUMER PRODUCTS AND SERVICES FRAUD

Three separate screening questions inquired about the major subtypes of consumer products and services fraud,
including (1) paying for nonexistent or worthless products, (2) paying for nonexistent or worthless services, and (3)
unauthorized billing. The most frequently reported fraud type was nonexistent or worthless services with 25.9% of the
sample reporting this type of fraud (95% Confidence Interval = 22.6% to 27.7%), followed by unauthorized billing (22.9% of
the sample; 95% Confidence Interval = 20.5% to 25.5%) and nonexistent or worthless products (20.6%; 95% Confidence
Interval = 18.2% to 23.0%). Just over 7% of all participants paid for a product or products they never received in the past
year, and 13.4% paid for items that were worthless. Ten percent of the sample purchased a bogus weight-loss product
that didn't offer the results that were promised.
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Types of consumer products and services fraud reported
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The most common types of bogus services were useless computer virus protection software or a software upgrade (9.3%)
and unnecessary home or automobile repair (8.1%). Debt reduction, in which the perpetrator promised to help manage or
pay off the respondent’s debt, had a frequency of 2.6%. Among these debt reduction service victims, the four most
common types of debt were credit card debt (32.2%), personal loan debt (25.4%), student loan debt (23.7%), and medical
debt (25.4%).

Unauthorized billing was a very common type of fraud reported in the survey; 11.6% of all participants stated that they
were billed or charged for something they had previously agreed to pay for but then tried to cancel. Another 9.4% of
respondents received bills or charges for things they had never ordered, never signed up to receive, or never agreed to
pay for. Nearly 5% of participants reported unauthorized billing scams related to Internet access, website design, website
hosting, or online advertising services, and 3.7% reported scams related to telephone, text, or mobile data services. Other
participants reported bogus magazine subscription services (4.8%), “buyer’s club” memberships where the consumer was
still charged after cancelling a service, typically following the end of a free trial period (5.9%), and credit monitoring
services (1.7%).

Types of unauthorized billing fraud reported

Membership in a buyer's club

Internet access/web design/web hosting/online
advertising

Magazine subscriptions
Telephone, text, or data services
Other unauthorized charges

Credit monitoring services
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FRAUD TYPE 3: EMPLOYMENT OPPORTUNITY FRAUD

Thirteen and one half percent of participants reported victimization by job or business opportunity fraud in the past year
(95% Confidence Interval = 11.5% to 15.3%), where the expected benefit was employment or training/coaching to make
their business more profitable. Perpetrators make money by convincing targets to pay deposits before they can get the
job or require them to pay for the training materials or courses. The work opportunities generally require few skills or
qualifications, and are advertised as being far more profitable than they actually are, assuming they even exist. In the
present study, the frequency of work from home scams was 4.4%. Multilevel marketing scams, also called “pyramid
schemes”, where the only way that the participant can make money is by recruiting other people to sell the product, was
reported by 3.1% of the sample, and 2.4% reported scams involving paying someone to help launch a new career or grow
their business online. Less frequent types of job scams were home assembly, nanny scams, and mystery shopping scams.

Types of business opportunity fraud reported
0.0% 1.0% 2.0% 3.0% 4.0% 5.0%

Payment for help launching a career online _
Payment for training that was supposed to result in _
a guaranteed job |
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Other type of job

FRAUD TYPE 3: PRIZE AND LOTTERY FRAUD

Nine and one half percent of participants reported that they had been victimized by prize and lottery fraud in the past
year (95% Confidence Interval = 7.6% to 11.2%). In these scams, victims are led to believe they won a sweepstakes, lottery,
prize or grant, but before they can receive the winnings they must pay money to cover fictitious fees or taxes. Bogus
sweepstakes were the most common scam reported (5.2%), followed by foreign lottery scams (1.8%), unclaimed
inheritance scams (1.4%), helping a stranger get money out of a foreign country (0.8%), and other prizes (0.3%).

Most prize and lottery fraud victims were defrauded in a
sweepstakes scam.

Other type of false monetary windfall .

Helping a stranger get money out of a foreign -
country

Unclaimed inheritance

Foreign lottery

Bogus sweepstakes
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FRAUD TYPE 4: PHANTOM DEBT COLLECTION FRAUD

The frequency of phantom debt collection fraud, in which a fictitious lender threatens the victim by telling him he must
pay money to cover a debt he does not owe, was 10.6% (95% Confidence Interval = 8.8% to 12.3%). Perpetrators execute
these schemes by impersonating prominent lending institutions, law firms, or government agencies, such as the IRS.
Victims who reported phantom debt collection fraud were asked about the type of debt they were told they owed, which
included a personal loan (2.2%), credit card debt (2.1%), medical debt (1.9%), student loan debt (1.2%), unpaid taxes (1.1%),
mortgage debt (0.9%), and other (0.9%). More than 12% of these victims paid money more than one time in the past year
to settle a debt they did not actually owe.

Types of phantom debt victims were falsely told they owed.
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Unpaid taxes
Student loan debt

Health care or medical care debt

Credit card debt
A personal loan
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FRAUD TYPE 5: CHARITY FRAUD

Twelve and one half percent of respondents reported that they had donated money to a bogus charity or charitable cause
in the past year (95% Confidence Interval = 10.5% to 14.3%). This includes donations solicited by mail, in person, and on
crowdfunding websites. Fourteen percent of these victims donated more than one time during the previous year to a
bogus charity.

FRAUD TYPE 6: RELATIONSHIP AND TRUST FRAUD

Slightly more than 11% of respondents reported victimization by relationship and trust fraud in that past year (95%
Confidence Interval = 9.5% to 13.2%), and 17% of these individuals stated that they had been victims two or more times. In
these scams, the perpetrator deceives the victim by pretending to be a relative, friend, or romantic interest, and then
exploits the victim's trust for financial gain. In sweetheart scams, perpetrators meet potential victims face-to-face or
online. Over the course of weeks or several months, the perpetrator tricks the victim into believing they have a true
romantic connection. Eventually the perpetrator asks the victim for money to help cover fabricated expenses such as
medical treatments, personal debts, or traveling to meet the victim in person. Nearly 6% of respondents reported that
they paid money to someone who pretended to be interested in them romantically. Another type of relationship and trust
scam is when someone pretends to be the target's friend or family member who is in need of financial help. In actuality,
this person is an imposter who is trying to convince the target to send money. A current example is the “grandparent
scam,” where the perpetrator claims to be a relative imprisoned in a foreign country who desperately needs funds to
cover legal fees or bribes in order to be released. Five and one half percent of survey respondents reported losing money
in this and similar imposter scams in the past year.
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Victims of multiple frauds (polyvictims) were asked to select the incident they remembered the most detail about and
then answered questions about how much they paid, how they were solicited, and who the perpetrator was. Victims of
only one fraud type were only asked to report details about that particular incident. Polyvictims disproportionately
selected consumer products and services fraud as the incident they remembered the most about (66%); subsequently, the
majority of financial loss and perpetrator data is related to this fraud type. Individuals who reported not paying any
money, or who subsequently were refunded the full amount, were not included in the following analyses.

LOSSES

Five hundred and eighty-seven victims reported a dollar value for how much money they ultimately paid. Among these
individuals, average losses across all fraud types were $1,173 per victim, yet the median (the middle value) was only $99
per victim. Average losses are substantially higher than median losses because of several outliers in the sample. One
victim paid $236,300 in an investment scheme, and several others reported paying between $30,000 and $45,000. Nearly
half of all victims (45.7%) paid less than $100. Just over 30% paid between $100 and $499, 20.8% paid $500 or more, and
3.4% couldn’t remember how much they had paid or selected not to disclose that information.®

019 22% Three quarters of victims lost less than $500
<17 1.2%

0.6%

1.4%

0.9% W Between $1 and $99

Between $100 and $499

m Between $500 to $999

B Between $1,000 to $4,999

W Between $5,000 to $9,999

W Between $10,000to $49,999
Between $50,000to $99,999
$100,000 or more

| can't remember how much

B Prefer not to say

Eighty-two percent of victims paid money one time to the perpetrator, but 12.2% paid twice and 5.7% paid three times or
more. Nearly forty-three percent of victims reported that they attempted to get their money back.

There were differences in the amounts paid based on fraud type. On average, investment fraud victims lost the most
money. While 16.5% of individuals experienced investment fraud in the past year, only 23.9% of them selected this type of
fraud as the incident they remember the most detail about. Those 83 people reported median losses of $300 with a range
of $20 to $236,300. Twenty-four percent lost less than $100, another 24.0% lost between $100 and $499, 19.0% lost
between $500 and $999, and 31.3% lost $1,000 or more. Forty-six and one half percent attempted to get their money
back.

® Victims were asked if they had ever received anything in return for the money they initially paid and, if so, to estimate the value
of these products or services. Just over a quarter of victims got something in return or were provided a full or partial
reimbursement from the person or company that accepted their initial payment. For the analysis, this value was subtracted from
the total payment amount to determine how much each victim ultimately lost. If the result of this subtraction was equal to zero
dollars, the participant was re-categorized as a non-victim for that particular fraud category because there were no financial
losses in the end.
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In contrast, charity fraud victims paid the least amount of money on average. Out of the 12.4% of participants reporting
charity fraud, only 17.4% of victims (45 people) selected it as the incident they remembered the most about. They
reported median losses of $50, with a range of $2 to $45,000. The majority of these victims reported losses between $1
and $99 (63.0%), and 23.9% lost between $100 and $499. More than 21% of these victims donated money more than one
time, and only 22.7% tried to get their donation back.

Of the more than 400 consumer products and services fraud victims who remembered the most details about this
incident, 331 provided a dollar loss amount. After subtracting the value of anything they may have received in return from
the seller or service provider, the median loss amount was $85, with a range of $1 to $30,000. Forty-one percent lost less
than $99, and 33.4% lost between $100 and $499. Nearly 24% reported losses that exceeded $499.

The median loss for employment opportunity fraud (N=40) was $50 with a range of $1 to $2,375. Losses were largely less

than $99 (30.9%), but 46.9% of victims lost between $100 and $499. More than a quarter of them were given a fake check
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FRAUD SOLICITATION AND PAYMENT METHODS

Victims were asked to report how they first learned about the product, service, investment, charity, or other fraudulent
offer or promise. Similar to what has been discovered in other fraud studies (FTC, 2013), the Internet (30.0%) was the most
common method of solicitation. Other popular methods of solicitation were face-to-face (18.9%), email (14.5%), mail
(13.2%), and telephone (12.7%).

Although consumer product and services fraud victims, employment opportunity victims, and charity fraud victims were
mainly solicited via the Internet (not including email), 40.0%of all prize and lottery fraud victims were solicited by someone
over the phone, and 31.0% received a solicitation in the mail. Twenty-seven percent of phantom debt fraud victims were
contacted by the person who took their money over the phone, and 27.0% received information in the mail.

The Internet was the most common solicitation method
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Internet

In-person solicitation
Email

Mail

Telephone
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Note: Victims could select more than one type of solicitation method.

The most common method of payment across all fraud types was credit cards (32.2%), followed by cash (23.8%),
debit/ATM cards (23.2%), and personal check (10.0%). The one exception was relationship and trust fraud where the
majority of victims paid in cash (70%). Less common forms of payment for fraud were mobile apps like Venmo, Square,
PayPal, and Google Wallet (8.6%), prepaid cards (3.5%), money orders (3.2%), wiring funds (3.0%), and Bitcoin (1.1%).
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Credit cards were the most popular method of payment
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Note: Survey respondents could choose more than one type of payment method.

The survey asked specifically about payment methods for unauthorized billing fraud, which is included within the category

of consumer products and services fraud in this report. Specifically, unauthorized billing includes paying for bogus

magazine subscriptions, Internet services, website hosting, buyer’s clubs and other unnecessary services that were never
provided. Among the 457 survey participants who lost money in this type of fraud, most were charged on their credit card

bill (54.2%).

Most of unauthorized billing scams were charged to credit
cards
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Note: Percentages are calculated based on the number of respondents who reported unauthorized billing fraud (n=457).
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The survey asked respondents about the setting in which they paid money to the perpetrator(s). Nearly half reported that
they had paid online, 23.6% paid the perpetrator directly, 11.7% provided payment information over the phone, 11.3%
sent payments by mail, 10.4% paid in a store, and 3.6% reported that they paid in a different setting.

Paying online was most common in consumer products and services fraud (59.5%), and least common for relationship
and trust fraud (18.0%). Relationship and trust fraud victims mainly paid the perpetrator directly (69.5%). Fifty-three
percent of prize and lottery fraud victims sent their payment in the mail.

Most victims paid the perpetrator(s) online
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Note: Excludes victims who answered payment questions about unauthorized billing fraud.

PERPETRATORS

More than 57% of fraud victims had contact with the person who took their money, either over the phone, in person, or
via email. Twelve and one half percent reported that the person, people, or organization that took their money claimed to
be a government official or government agency representative of some kind. The highest proportion was in the instances
of phantom debt collection fraud, where 35.9% of victims reported that the person who took their money claimed to be a
government official or agency representative. Forty-seven percent of all fraud victims stated the perpetrator was male,
and 19.3% stated that the perpetrator was female. One-third of the victims did not know the perpetrator's gender or
stated that it was not applicable (i.e., perpetrator was a company or charity rather than an individual).

Eighteen percent of all victims reported that they personally knew the perpetrator. Eleven percent of consumer products
and services fraud victims personally knew the perpetrator compared to 64.2% of relationship and trust fraud victims and
28.8% of investment fraud victims. Only 6.4% of all victims stated the perpetrator was someone they knew through a
religious, community, professional, or social organization, 3.4% said the perpetrator was a current or former spouse, 4.5%
said it was a current or former romantic partner, 4.1% stated it was a relative, and 2.4% stated the perpetrator was a care
provider.
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REPORTING

Data was collected on the proportion of fraud victims who reported the incident to authorities. Specifically, we aimed to
calculate rates of reporting relative to rates of victimization. We also collected data on which organizations received these
complaints and how satisfied victims were with their response. Only 60.7% of all victims told someone about the incident.
They mostly told friends, family, and/or others in their community (52.5%). Fifteen percent of victims told their bank or
credit card company, 6.3% reported the incident to law enforcement, and 9.0% reported it to a consumer protection
agency or consumer organization. Another 3.8% complained directly to the person or organization that defrauded them
or they wrote a negative review about that company online.

Most victims told friends and family about the incident but never
reported to a complaint agency or law enforcement
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Note: Percentages were calculated based on the total number of fraud victims who reported they experienced a financial loss.

The overall rate of reporting to authorities (local law enforcement and/or consumer complaint agencies) was 149%. Sixty-
five percent of the people who reported were male. There was a significantly positive correlation between reporting to a
consumer protection agency and the amount of money that was lost (r=0.08 p=0.024). The agencies that received the
most reports were the Better Business Bureau (5.3% of victims), State Attorney General Offices (2.9%), and the Consumer
Financial Protection Bureau (2.2%).

The Better Business Bureau was the most popular
organization to which victims reported fraud
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Note: Percentages were calculated based on the total number of fraud victims who reported they experienced a financial loss.
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More than 300 victims (39.3%) decided not to tell anyone about the incident. The most commonly reported reasons were
feeling that it would not do any good (32.6%), they hadn't lost much money (30.8%), they felt embarrassed (22.1%), they
felt that reporting was too inconvenient (16.6%), and they took care of it themselves (16.0%). Some victims did not know
who to report the incident to (7.3%), and others didn’t want to bother the police (8.4%).

Reasons why victims did not report fraud

Didn'tthink it would do any good
Didn'tlose much money
Embarrassed

Too inconvenient

Took care of it myself

Couldn't provide much information
Didn't know | could report it

Didn't want to bother the police
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Didn't find out until it was too late
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Person responsible was a friend/relative
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Note: Statistics were calculated with victims who did not tell anyone about the incident (n=304). They could select more than one
reason for not telling anyone.

Approximately half of all victims (51.0%) stated that they felt the incident had been resolved. Among these respondents,
16.9% said it took one day or less to resolve, 22.9% said that it took longer than a day but less than a week, 19.1% stated
that it took between seven and 30 days, and 16.7% stated it took between one and three months. Another 17.8% stated
that it took longer than three months to resolve. Four hours was the median amount of time that victims spent working to
resolve the incident.
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Most incidents took less than a month to resolve
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Note: Percentages were calculated based on total fraud victims who felt the incident had been resolved (n=390).

EMOTIONAL COSTS AND FINANCIAL CONSEQUENCES

We asked victims about the emotional and financial impact that the incident had on their lives. Fifty-two percent of all
victims believed they were intentionally deceived or defrauded, but another quarter of them were not sure. Thirteen
percent reported that as a direct result of the incident, they had difficulty meeting their monthly expenses or paying their
bills.

More than 35% of victims experienced financial difficulty as a
result of fraud

Yes
13.4%

Somewhat

AR
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Victims were asked to indicate whether they experienced any negative emotions or psychological problems for a month
or more as a result of the incident. The most common feeling was anger (74.6%), followed by feeling like they couldn't
trust people (62.0%), feeling violated (57.1%), stressed (56.3%) and embarrassed (50.0%). In the free response field,
multiple victims reported feeling “stupid,” “foolish,” “frustrated,” “used,” “cheated,” lied to,” “annoyed,” “mad,” “betrayed,”
“confused,” “physically ill,” and even “suicidal.”

"u

Feelings expressed by victims as a result of the fraud.
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Note: Victims could select more than one emotional/physiological response to fraud.

Greater than half of victims felt the incident was
moderately or severely distressing.

= Not at all distressing
= Mildly distressing
Moderately distressing

Severely distressing

More than half of the fraud victims (51.9%) stated that the incident was moderately or severely distressing. Eleven percent
sought professional or medical help as a result of the incident, such as visiting a doctor or nurse (4.6%), seeking
counseling/therapy (4.6%), and taking medication (3.5%).
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SURVEY DESIGN CHALLENGES AND RECOMMENDATIONS

CHALLENGES

Victimization rates in the online pilot test of the fraud prevalence survey were much higher than estimates reported in
prior studies (e.g., FINRA, 2013; FTC, 2008, 2013; Huff et al., 2010; Titus et al., 1995), albeit these surveys used different
sampling and administration methods. Our measurement approach was to use multiple close-ended questions describing
specific types of fraud. Other studies that have used a single self-report item to determine overall fraud prevalence have
produced smaller estimates (e.g., Holtfreter et al., 2006; Lichtenberg et al., 2016). Our method of assessment is meant to
improve identification of victimization by cueing recall of specific incidents that may have occurred in the past year (Deevy
& Beals, 2013).

One explanation for the higher victimization rates in this report is that the survey instrument has poor specificity. It
captured true incidents of fraud victimization as well as bad customer service experiences and dissatisfaction with inferior
quality products and services. We specifically designed the screening questions to not contain the words “scam,” “fraud,”
or “victim” because in past research, framing the survey in a criminal justice context reduced disclosure by both women
and adults age 65 and over (Beals et al., 2015). Rather, the stated purpose of the survey was to collect information about
negative financial experiences in which someone convinced the participant to pay money by misrepresenting, lying about,
or hiding information about something they promised he or she would receive. Thus, participants may have interpreted
this to include situations in which they felt tricked into paying for something that was deceptively advertised, or where the
quality was worse than they were led to believe. In many cases, we used participants’ open-ended descriptions of their
experiences to recode whether they were victims or non-victims of a particular category of fraud; however, most
respondents did not provide enough detailed information, in which case they were classified based on their original
response to the survey item.

Poor specificity was particularly a problem in the consumer products and services fraud category. There was a high
number of false positive responses to these items, whereby participants who were not fraud victims, based on their open-
ended description of the incident, reported that they were. This suggests that respondents interpreted the initial
screening questions very broadly, and may have endorsed these questions thinking they referred to poor customer
service experiences, shipping/billing errors, and paying for products that were misleadingly advertised. These experiences
are indeed frustrating and may result in financial loss but are not necessarily fraud. The screening questions in the NCVS
module were therefore revised to minimize false positives and reduce over-reporting of fraud.

In the NCVS module, additional screening questions will be included that first ask participants about negative consumer
experiences that may have led to financial loss but were not fraud. Immediately following these items will be questions
that describe similar situations that are fraud. For example, to more accurately measure the prevalence of investment
fraud, an initial screening question could ask, “In the past year, have you invested in anything that caused you to lose
money or where the returns were less than you expected?” The question immediately following would explicitly ask about
investment fraud victimization: “Has anyone convinced you to invest your money in something by promising high or
guaranteed rates of returns, but the investment was worthless or you suspect your money was never invested at all?” As
this example demonstrates, by first presenting a general question about recent losses in the stock market, participants
can better differentiate unfortunate investment decisions where they had low or no returns from actual investment fraud
where they were tricked into paying money that was never invested at all.

An inherent limitation of this survey, as with other surveys that estimate rates of victimization, is that it does not measure
the intent of the perpetrator. Intent to deceive is important to the definition of fraud but it is not possible to determine
whether the perpetrators deliberately deceived respondents and intended to give them nothing of value in return for
money. We did find that 19.8% of the sample, more than half of the victims, believed they had been intentionally
defrauded by the person, charity, or company that took their money. Although not all of these self-reported incidents met
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our specific definition of fraud, this is an important finding that indicates that many consumers feel cheated in the
marketplace.

Another insight from this pilot study was that some participants reported one incident of fraud in multiple categories,
suggesting that they had difficulty categorizing their experience. An example is the purchase of bogus insurance. This was
sometimes reported as a worthless or unnecessary product, other times as an unnecessary service, and other times as
unauthorized billing. Some participants reported it in all three categories. We were able to correct duplicate reporting
errors by recoding the data using the participants’ open-ended descriptions of the incident; however, the high frequency
of these errors suggests that more specific language or examples are needed to help victims label and classify their
experience.

A final challenge in measuring fraud was minimizing reports by those who had been targeted by scams but did not
actually lose money. Some participants reported paying money for a product, service, investment, or job when answering
the initial screening questions (which categorized them as victims) but then received a full refund or something equal in
value to what they initially paid. Because scam artists rarely provide refunds or give their targets what they promised, it's
very unlikely that these participants were actually fraud victims. Therefore, we suggest revising the fraud screening
questions to ask respondents if they ultimately lost money in the incident, rather than asking them if they paid money.

COMPARISON TO PREVIOUS FRAUD SURVEYS

Although older adults are assumed to be more vulnerable to financial fraud than other age groups (Ross et al., 2014), we
replicated previous findings from national fraud surveys and found that as age increases, self-reported fraud victimization
decreases. According to the FTC's prevalence surveys, self-reported rates of victimization are actually highest among
middle-aged adults between ages 45 and 54 (Anderson, 2013). In the present study, the average age of fraud victims was
41 years old.

One explanation for why prevalence study findings do not align with experimental data on the vulnerability of older adults
is that seniors may be less likely to report fraud compared to young and middle-aged adults in survey research, despite
being victimized at higher rates. There are a number of reasons they may underreport victimization. First, reporting relies
on subjective memory of past events, and aging is associated with declines in episodic memory (Craik, 1986). The most
vulnerable elders with cognitive impairment were not recruited to participate in this and other surveys administered
online and over the phone. Second, older adults have a tendency to minimize emotionally negative experiences (Charles &
Carstensen, 2008). They may also choose to hide victimization because of shame, embarrassment, or a belief that they are
partially to blame for being duped (Ganzini, McFarland, & Bloom, 1990). They also risk losing their financial independence
to concerned friends and family members who might take over financial decision-making responsibilities to protect them
from future exploitation.

To estimate the true prevalence of fraud, future research studies should consolidate data from multiple sources, such as
general population surveys like the National Crime Victimization Survey (NCVS); consumer complaint data from the Better
Business Bureau, Federal Trade Commission, State Attorneys General, and Internet Crime Complaint Center; and lists
seized by law enforcement agencies that contain victims’ and targets’ contact information. Triangulating these diverse
sources will overcome many of the limitations of phone and Internet surveys, potentially helping to resolve the debate
about which age group is victimized at the highest rate.
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NEXT STEPS

The Stanford Center on Longevity and the FINRA Foundation worked closely with the Bureau of Justice Statistics to
develop this survey. Findings from the pilot study are being used to create a short fraud supplement that will be
administered by phone and in person to households participating in the core NCVS, the principal source of crime statistics
in the United States. The NCVS is administered by the U.S. Census Bureau and collects information from a randomly
selected sample of 130,000 households each year. Questions focus on the frequency, characteristics, and consequences
of criminal victimization. The survey informs policymakers and law enforcement about the prevalence and impact of
different types of crime, as well as identifies which groups in the population are most at risk. The fraud module is
scheduled to be in the field for six months starting in July 2017 and will be administered to nearly 90,000 NCVS
participants ages 18 and older.

As illustrated by the fraud taxonomy, financial fraud encompasses a wide variety of scams that are tailored to target
specific sociodemographic groups. Large-scale studies are needed to accurately estimate the likelihood of victimization by
each of these unique fraud subtypes. Launching this survey with the NCVS will mark the first time that fraud will be
measured with a sample size large enough to produce reliable estimates about the number of Americans affected by
specific fraud types. Valid data of this kind will demonstrate to consumers, policymakers, and the private sector the cost
and impact of financial fraud in the United States and point to where resources are needed to safeguard consumers.
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APPENDIX A. DATA TABLES

Table 1. Demographic characteristics of victims and non-victims

Consumer Phantom
products and Prize and debt Relationship
Non-victims  All victims Investment services fraud Employment lotteryfraud collection Charity fraud and trust
(n=1,000) (n=996) fraud (n=347) (n=803) fraud (n=265) (n=175) fraud (n=211) (n=247) fraud (n=212)
Mean Age (std. dev) 50.6(16.7) | 41.6(15.7) | 39.0(13.9) | 41.7(155) | 36.9(13.4) | 35.8(13.4) | 37.1(13.6) | 37.4(13.9) | 36.4(13.0)
n % n % n % n % n % n % n % n % n %
Sex (Male) 451 45.1% | 516 51.8% | 207 57.3% | 441 52.4% | 145 52.2% | 102 56.0% | 127 57.5% | 152 59.6% | 120 53.3%
Race/Ethnicity
Non-Hispanic White 659 65.9% | 545 54.7% | 185 51.2% | 462 54.9% | 147 52.9% | 83 45.6% | 108 48.9% | 131 51.4% | 106 47.1%
Hispanic 138 13.8% | 203 20.4% 96 26.6% | 177 21.0% 60 21.6% 43 23.6% 60 27.1% 61 23.9% 60 26.7%
Black 112 11.2% | 138 13.9% 42 11.6% | 112 13.3% 39 14.0% 38 20.9% 34 15.4% 37 14.5% 34 15.1%
Asian/Pacific Islander 51 5.1% 49 4.9% 23 6.4% 42  5.0% 15 5.4% 10 5.5% 8 3.6% 14 5.5% 10 4.4%
Other 40 4.0% 61 6.1% 15 4.2% 48 5.7% 17 6.1% 8 4.4% 11 5.0% 12 4.7% 15 6.7%
Marital Status
Married 506 50.6% | 506 50.8% | 204 56.5% | 437 52.0% | 134 48.2% | 87 47.8% | 115 52.0% | 137 53.7% | 99 44.0%
Single 279 27.9% | 331 33.2% | 106 29.4% | 271 32.2% | 106 38.1% 67 36.8% 71 32.1% 85 33.3% 92  40.9%
Separated 17 1.7% 19 1.9% 8 2.2% 17  2.0% 7  2.5% 5 27% 5 23% 6 2.4% 7  3.1%
Divorced 129 12.9% | 101 10.1% | 30 8.3% 85 10.1% | 22 7.9% 15 8.2% 18 8.1% 17 6.7% 21 9.3%
Widowed 62 6.2% 30 3.0% 9 2.5% 26 3.1% 7  2.5% 6 3.3% 7 3.2% 7 27% 4  1.8%
Education
High school or less 289 28.9% | 250 25.1% | 70 19.4% | 204 243% | 76 273%| 60 33.0%| 58 262% | 60 235% | 70 31.1%
Some college 302 30.2% | 305 30.6% | 102 28.3% | 266 31.6% 81 29.1% 45  24.7% 62 28.1% 67 26.3% 67 29.8%
College graduate 463 46.3% | 438 44.0% | 187 51.8% | 369 43.9% | 120 432% | 77 423% | 100 45.2% | 128 50.2% | 88 39.1%
Annual household income
< $15,000 110 11.0% 87 8.7% 21 58% 68 8.1% 26 9.4% 10 5.5% 15 6.8% 13 51% 26 11.6%
=< $15,000 < $25,000 114 11.4% | 116 11.6% 35 9.7% 99 11.8% 31 11.2% 26 14.3% 23 10.4% 27 10.6% 23 10.2%
=< $25,000 < $35,000 117 11.7% | 122 12.2% | 40 11.1% | 102 12.1% | 35 12.6% | 23 12.6% | 35 158% | 27 10.6% | 28 12.4%
=< $35,000 < $50,000 133 13.3% | 144 14.5% 42 11.6% | 120 14.3% 40 14.4% 28 15.4% 30 13.6% 45 17.6% 33 14.7%
=< $50,000 < $75,000 185 185% | 174 17.5% 76 21.1% | 154 18.3% 48 17.3% 30 16.5% 41 18.6% 48 18.8% 33 14.7%
=< $75,000 < $100,000 124 12.4% | 149 15.0% | 63 17.5% | 123 14.6% | 41 147%| 37 203% | 40 181% | 45 17.6% | 40 17.8%
=< $100,000 < $150,000 93 9.3% 109 10.9% 55 15.2% 9% 11.4% 32 11.5% 16 8.8% 19 8.6% 33 12.9% 23 10.2%
=>$150,000 48 4.8% 51 5.1% 15 4.2% 41 4.9% 12 4.3% 5 27% 8 3.6% 9 3.5% 6 2.7%
Don't know/Refuse 76  7.6% 44 4.4% 14 3.9% 38 4.5% 13 4.7% 7 3.8% 10 4.5% 8 3.1% 13 5.8%

Note: Sample sizes (n) are unweighted, but percentages are calculated using weights

types of victimization in which case they are included in multiple categories
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Table 2. Past-year frequency of each fraud type

n % 95% Confidence Intervals
Investment fraud 347 16.5% 14.6% 18.5%
Penny stock 72 3.3%
Pre-IPO stock 28 1.4%
Investment that guaranteed a daily rate of return 63 2.8%
Real Estate Investment Trust (REIT) 43 2.3%
Oil or gas exploration 18 0.9%
Alternative energy company 38 1.7%
Government or company bonds 27 1.4%
Commodities 28 1.3%
Other type of investment 30 1.3%
Consumer products and services fraud 803 42.6% 39.6% 45.5%
Product paid for but never received 142 7.1%
Worthless product 242 13.4%
Bogus computer virus protection software 162 9.3%
Bogus credit repair 43 1.9%
Advance-fee loan or line of credit 37 1.7%
Unnecessary home or vehicle repair 158 8.1%
Bogus immigration services 17 0.6%
Bogus debt reduction services 59 2.6%
Bogus weightloss product 181 10.1%
Continued billing after cancelling a service 223 11.6%
Unauthorized billing for item never ordered 179 9.4%
Unauthorized billing for Internet access/web design/web
hosting/online advertising 102 4.9%
Unauthorized billing for telephone, text, or data services 66 3.7%
Unwanted magazine subscriptions 89 4.8%
Bogus credit monitoring services 32 1.7%
Membership in a buyer's club 110 5.9%
Other unauthorized charges 35 1.8%
Other bogus service 19 1.0%
Employment fraud 265 13.4% 11.5% 15.3%
Online career training scam 44 2.4%
Work-from-home scam 85 4.4%
Payment for training that was supposed to result in a
guaranteed job 48 2.0%
Multilevel marketing scheme 63 3.1%
Other type of job 25 1.5%
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Table 2. Past-year frequency of each fraud type (continued)

n % 95% Confidence Intervals

Prize and lottery fraud 175 9.4% 7.6% 11.2%

Foreign lottery fraud 39 1.8%

Sweepstakes scam 93 5.2%

Unclaimed inheritance fraud 23 1.4%

Helping a stranger get money out of a foreign country 15 0.8%

Other type of bogus financial windfall 5 0.3%
Phantom debt collection fraud 221 10.6% 8.8% 12.3%

Unpaid taxes 19 11%

A personal loan 39 2.2%

Credit card debt 48 2.1%

Mortgage debt 20 0.9%

Health care or medical care debt 36 1.9%

Student loan debt 23 1.2%

Other type of phantom debt 26 0.9%
Charity fraud 247 12.4% 10.5% 14.3%
Relationship and trust fraud 212 11.3% 9.5% 13.2%

Sweetheart scam 101 5.7%

Relative/friend imposter scam 111 5.6%

Note: Sample sizes (n) are not weighted and represent the actual number of participants who reported that
subtype. Percentages are weighted and are caluclated out of the total sample.
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Table 3. Solicitation method by fraud type

*Consumer Phantom

products Prize and debt Relationship

Investment and services Employment  lottery collection Charity and trust

All victims fraud fraud fraud fraud fraud fraud fraud
t(n=759) t(n=83) t(n=429) +(n=40) t(n=13) t(n=30) t(n=45) +(n=50)

Solicitation method n % n % n % n % n % n % n % n %
Internet 244 32.1% | 22 26.5%| 149 34.7%| 14 35.0% | 3 23.1%| 3 10.0%| 20 6.7% 9 18.0%

Email 116 153% | 15 18.1%| 65 152%| 10 25.0% | 5 385%| 4 133%| 4 89% 4 8.0%
Text message 54 7.1% 9 10.8%| 24 5.6% 4 10.0%| 0 0.0% 3 100%| 1 6.7% 8 16.0%

Postal mail 113 14.9% | 12 14.5%| 59 13.8%| 2 5.0% 6 46.2%| 13 433%| 4 289%| 3 6.0%

TV or radio advertisement 62 8.2% 4 4.8% 37 8.6% 7 17.5% | 0 0.0% 2 6.7% 3 4.4% 4 8.0%
Telephone call 95 12.5% | 16 19.3%| 42 9.8% 3 7.5% 2 154%| 9 30.0% 6 20.0%| 9 18.0%

Sales presentation/seminar| 36 4.7% 9 10.8%| 13 3.0% 6 15.0% 1 7.7% 2 6.7% 3 4.4% 1 2.0%
Word-of-mouth/face-to- 121 15.9% | 17 20.5%| 65 152%| 5 125%| O 0.0% 3 100%| 7 6.7% 16 32.0%
Other 80 105%| 3 3.6% | 50 11.7%| O 0.0% 1 7.7% 1 3.3% 6 2.2% 6 12.0%

Note: Victims could select more than one solicitation method so values do not sum to 100%.
*Category excludes unauthorized billing fraud.

tVictims who reported more than one category of fraud were asked to select the fraud that occurred in the past year that they

remember the most detail about. Therefore, sample size only includes victims who selected that particular fraud category and where
reported losses were greater than $0.0 after subtracting any returns.
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Table 4. Payment setting and payment method by fraud type

Consumer
products Phantom
and services Prize and debt Charity Relationship
All victims Investment fraud Employment lottery collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud (n=40) fraud (n=13) fraud (n=30) (n=45) fraud (n=50)
Payment setting n % n % n % n % n % n % n % n %
Online 262 34.5%| 31 37.3%| 149 34.7%| 16 40.0% | 4 30.8%| 7 233%| 19 42.2%| 9 18.0%
Mail 64 8.4% 10 12.0%| 24 5.6% 5 125% | 5 385%| 3 10.0%| 8 17.8% 5 10.0%
Telephone 60 7.9% 11 13.3%| 21 4.9% 5 125% | 1 7.7% 10 333%| 5 11.1% 1 2.0%
In store 62 82% 8 9.6% 32 7.5% 4 100%| 1 7.7% 6 20.0%| 2 4.4% 2 4.0%
Direct to person 114 15.0%)| 15 18.1%| 49 114%| 6 15.0% | 1 7.7% 0 0.0% 9 20.0%| 23 46.0%
Other payment setting 19 2.5% 3 3.6% 5 1.2% 2 5.0% 0 0.0% 2 6.7% 0 0.0% 1 2.0%
Payment method
Credit card 267 35.2% | 27 32.5%| 172 40.1%| 16 40.0% | 2 154%| 11 36.7% | 18 40.0% 7 14.0%
Debit or ATM 185 24.4%| 20 24.1%| 115 26.8%| 9 225% | 2 154%| 6 20.0%| 9 20.0% 7 14.0%
Cash 169 223%| 21 25.3%| 69 16.1%| 10 25.0% | 3 23.1%| 5 16.7%| 11 24.4%| 30 60.0%
Check 76 10.0%| 15 18.1%| 39 9.1% 3 7.5% 3 23.1%| 6 200%| 5 11.1%| 4 8.0%
Payment app (PayPal, 67 88% | 7 84% | 35 82% | 6 15.0%| 1 77% | 4 133%| 7 156%| 1 2.0%
Venmo, Google Wallet)
Money order 29 3.8% 2 2.4% 15 3.5% 1 2.5% 2 154%| 1 3.3% 3 6.7% 3 6.0%
Wired funds 26 3.4% 3 3.6% 13 3.0% 1 2.5% 1 7.7% 0 0.0% 0 0.0% 5 10.0%
Prepaid card 18 2.4% 1 1.2% 6 1.4% 0 0.0% 2 154%| 2 6.7% 2 4.4% 2 4.0%
Bitcoin 9 1.2% 2 2.4% 3 0.7% 0 0.0% 1 7.7% 1 33% 0 0.0% 2 4.0%
Other 32 4.2% 4 4.8% 13 3.0% 1 2.5% 1 7.7% 2 6.7% 0 0.0% 2 4.0%

Note: Victims could select more than one payment method so values do not sum to 100%. Percentages are calculated out of the total

number of victims within the particular category of fraud.
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Table 5. Financial losses by fraud type

Consumer
products Prize and Phantom
Investment and services lottery debt Charity Relationship
All victims fraud fraud Employment fraud collection fraud and trust
(n=759) (n=83) (n=429) fraud (n=40) (n=13) fraud (n=30) (n=45) fraud (n=50)
Loss amount n % n % n % n % n % n % n % n %
Between $1and $99 340 44.8%| 22 26.5%| 208 48.5% | 18 45.0% | 5 38.5% 7 233%| 26 57.8%( 17 34.0%
Between $100 and $499 228 30.0%| 20 24.1%| 132 30.8% | 11 27.5% | 6 46.2% | 14 46.7% | 13 28.9%| 18 36.0%
Between $500 to $999 59 7.8% | 14 16.9%| 31 7.2% 1 2.5% 0 0.0% 3 100%| 3 6.7% 6 12.0%
Between $1,000 to $4,999 75 9.9% | 13 15.7%| 36 8.4% 4 10.0% | 0 0.0% 5 167%| 1 22% 4 8.0%
Between $5,000 to $9,999 10 13% | 5 6.0% 1 0.2% 2 50% 0 0.0% 0 0.0% 0 0.0% 2 4.0%
Between $10,000 to $49,999 11 14% | 4 4.8% 4 0.9% 0 0.0% 0 0.0% 1 33% 1 2.2% 0 0.0%
Between $50,000 to $99,999 3 04% | 2 2.4% 1 0.2% 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
$100,000 or more 1 0.1% 1 1.2% 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
| can't remember 16 2.1% 1 1.2% 9 21% 2 50% 1 7.7% 0 0.0% 0 0.0% 1 2.0%
Prefer not to say 16 2.1% 1 1.2% 7 1.6% 2 5.0% 1 7.7% 0 0.0% 1 2.2% 2 4.0%
Refund attempts
Received a fake check from
102 13.4%| 63 75.9%| 41 9.6% 11 27.5% | 2 15.4% 7 233%| 8 17.8%| 6 12.0%
perpetrator that bounced
Got something in return for
. . () . (o] . 0 . (o] . 0 . () . 0 . (o]
what was paid 200 26.4%| 28 33.7%| 116 27.0%| 16 40.0% | 2 15.4% 10 333%| 4 8.9% 9 18.0%
*Made attempts to get
money back P & 230 30.3%| 38 45.8%| 202 47.1% | 14 35.0% | 4 30.8% 8 26.7%| 12 26.7%| 22 44.0%
Number of separate payments
Paid one time only 615 81.0%| 66 79.5%| 361 84.1%| 33 82.5% | 13 100.0%| 20 66.7% | 37 82.2%| 35 70.0%
Paid two times 94 12.4%| 14 16.9%| 45 10.5%| 5 125% [ O 0.0% 7 233%| 6 13.3%| 8 16.0%
Paid three of more times 50 6.6% | 3 3.6% | 23 5.4% 2 50% 0 0.0% 3 100%| 2 4.4% 7 14.0%

*Question was asked only if victim reported that nothing of value was provided in return for payment.

Findings from a Pilot Study to Measure Financial Fraud in the United States | 2017

35




Table 6. Perpetrator characteristics by fraud type

Consumer
products Prizeand  Phantom

and services lottery debt Charity Relationship

All victims Investment fraud Employment  fraud collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud(n=40) (n=13) fraud(n=30) (n=45) fraud (n=50)

Perpetrator characteristics n % n % n % n % n % n % n % n %
Male 359 47.3%| 48 57.8%| 188 43.8%| 15 37.5% | 8 61.5%| 16 53.3% | 25 55.6%| 32 64.0%
Female 148 19.5%| 20 24.1%| 60 14.0%| 15 37.5% | 1 7.7% 8 26.7%| 11 24.4%| 16 32.0%

mowh__ﬁn”mw\ gender/not 252 332%| 15 18.1%| 181 42.2%| 10 25.0% | 4 30.8%| 6 200%| 9 200%| 2 4.0%

Had contact with perpetrator
(face-to-face, email, phone, | 445 58.6%| 51 61.4%| 250 58.3%| 21 52.5% | 9 69.2%| 21 70.0% | 17 37.8%| 30 60.0%
text, or mail)

Perpetrator identity

to
Victim knows the 130 17.1%| 22 265%| 42 98% | 13 325% | 1 77% | 6 20.0%| 5 11.1%| 30 60.0%
perpetrator personally

*Perpetrator belonged to
victim's religious,
community, professional or
social organization
*Current or former spouse 21 2.8% 5 6.0% 34 7.9% 2 50% 0 0.0% 1 3.3% 1 2.2% 3 6.0%
*Current or former

54 7.1% | 11 13.3%| 22 5.1% 6 15.0%| 1 7.7% 2 6.7% 4 8.9% 6 12.0%

29 38% | 3 36% | 10 2.3% 1 2.5% 0 0.0% 1 3.3% 0 0.0% | 14 28.0%

romantic partner

b Family member 39 51% | 10 12.0%| 10 2.3% 4 100%| 1 7.7% 4 133% | 1 2.2% 7 14.0%
*Caregiver 17 2.2% 0 0.0% 8 1.9% 5 125% | 0 0.0% 0 0.0% 3 6.7% 1 2.0%
*None of the above 42 5.5% 8 9.6% 14 3.3% 3 7.5% 0 0.0% 0 0.0% 1 2.2% 8 16.0%

Perpetrator claimed to be a
P _.. 102 13.4%| 20 24.1%| 44 10.3%| 10 25.0% | 4 30.8%| 11 36.7%| 7 15.6%| 4 8.0%
government official

"Victims only answered this question if they reported they had contact with the perpetrator(s)
*Victims only answered these questions if they reported they knew the perpetrator(s) personally
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Table 7. Reporting behaviors by fraud type

Consumer
products Phantom
and services Prize and debt Charity Relationship
All victims Investment fraud Employment lottery collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud (n=40) fraud (n=13) fraud (n=30) (n=45) fraud (n=50)
Reporting decisions n % n % n % n % n % n % n % n %
Mmm%mcﬂ“_&\ friends/othersin | 20y o1 a06| 43 s1.8%| 221 S15% | 19 47.5% | 3 23.1%| 14 467% | 21 467%| 29 58.0%

. 134 17.7%| 16 19.3%| 80 18.6%| 8 20.0% | 2 154%| 5 16.7%| 5 11.1%| 2 4.0%
Told bank/credit card company

Reported to law enforcement | 55 7.2% 8 96% | 26 6.1% 3 7.5% 0 0.0% 4 133%| 4 8.9% 4 8.0%
Reported to consumer
protection agency
Federal Trade Commission
(FTC)
Consumer Financial
Protection Bureau (CFPB)
Federal Bureau of
Investigation (FBI)
Securities and Exchange
Commission (SEC)
Better Business Bureau (BBB) 39 51% 6 7.2% 24 5.6% 2 5.0% 1 7.7% 0 0.0% 1 2.2% 0 0.0%
Internet Crime Complaint

59 7.8% | 10 12.0%| 35 8.2% 3 7.5% 1 7.7% 4 133%| 1 2.2% 0 0.0%

8 1.1% 1 1.2% 5 1.2% 0 0.0% 0 0.0% 2 6.7% 0 0.0% 0 0.0%

15 20% | 2 24% | 10 2.3% 0 0.0% 0 0.0% 2 6.7% 1 22% 0 0.0%

5 0.7% 1 1.2% 2 0.5% 0 0.0% 0 0.0% 1 3.3% 0 0.0% 0 0.0%

4 0.5% 1 1.2% 2 0.5% 0 0.0% 0 0.0% 1 33% 0 0.0% 0 0.0%

8 1.1% 1 1.2% 5 1.2% 1 25% 0 0.0% 0 0.0% 0 0.0% 0 0.0%

Center (1C3)

State Attorney General's

g 18 24% | 2 24% | 10 23% | 2 50% | 0 00% | 2 67% | 1 22% | 0 0.0%
wwmwwa:anmna: Service | 4 05% | 0 00% | 2 05% | 0 00% | 0 00% | 0 00% | 1 22%| 0o o00%
Financial Industry Regulator

>\=32\5\ Sm\ﬁ“ gulatory 4 os5% | 0 00% | 3 07% | 0 00% | 0 00% | 1 33% | 0 00% | 0 o0.0%
Other state/federal agency 0 0.0% 0 0.0% 2 0.5% 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Told someone else 26 3.4% 1 1.2% 13 3.0% 1 2.5% 2 154%| 2 6.7% 0 0.0% 1 2.0%

Note: Victims only answered these questions if they told someone about the incident (n=455 out of 759 total victims). They were asked
to select which agencies they reported to only if they reported (n=59 victims). Victims were able to select multiple options.
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Table 8. Reasons for not reporting fraud victimization by fraud type

Consumer
products Phantom
and services Prize and debt Charity Relationship
All victims Investment fraud Employment lottery collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud (n=40) fraud (n=13) fraud (n=30) (n=45) fraud (n=50)
Why did you not tell anyone? | n % n % n % n % n % n % n % n %
| was embarrassed 72 9.5% 5 6.0% 40 9.3% 2 5.0% 1 7.7% 2 6.7% 6 13.3%| 7 14.0%
Didn't know | could report it 32 4.2% 2 2.4% 18 4.2% 1 2.5% 0 0.0% 1 3.3% 4 8.9% 3 6.0%
Didn't know who to contact 25 3.3% 4 A4.8% 12 2.8% 1 2.5% 0 0.0% 2 6.7% 1 2.2% 0 0.0%
Didn't know how to contact an
1ant know now 21 28% | 0 00% | 14 33% | 1 25% | 1 77% | 1 33% | 1 22% | o o0.0%
authority
Didn't lose much money 82 10.8%| 2 2.4% 51 119%| 6 15.0%| 1 7.7% 3 10.0%| 7 15.6%| 6 12.0%
Took care of it myself 55 7.2% 8 9.6% 35 8.2% 1 2.5% 1 7.7% 1 3.3% 4 8.9% 2 4.0%
Didn't think it ldd
mﬁ_voﬂ INKILWOUIGAoany 1 9 121%| 13 15.7%| 50 11.7%| 5 125% | 1 77% | 3 100%| 5 11.1%| 8 16.0%
Didn't want to bother the
. i 29 3.8% 2 2.4% 17 4.0% 0 0.0% 0 0.0% 1 3.3% 4 8.9% 3 6.0%
police/Not important enough
Didn't find out until long after
. & 22 2.9% 3 3.6% 9 21% 2 50% 0 0.0% 3 100%| 1 2.2% 2 4.0%
and it was too late
Couldn't provide much
information about what 28 3.7% 4 4.8% 13 3.0% 1 2.5% 2 154%( 0 0.0% 5 11.1%| 1 2.0%
happened
The person responsible was a
friend or family member and |
L y . 8 1.1% 0 0.0% 3 0.7% 0 0.0% 0 0.0% 1 3.3% 1 2.2% 3 6.0%
didn't want to get themin
trouble
Too inconvenient 48 6.3% 1 1.2% 35 8.2% 2 50% 0 0.0% 2 6.7% 3 6.7% 2 4.0%
Other 12 1.6% 1 1.2% 7 1.6% 0 0.0% 0 0.0% 1 3.3% 1 2.2% 2 4.0%

Note: Victims only answered these questions if they did not tell anyone about the incident (n=304 out of 759 total victims). They were

able to select multiple reasons for not disclosing the incident.
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Table 9. Emotional conseauences of victimization bv fraud

Consumer

products Phantom

and services Prize and debt Charity Relationship

All victims Investment fraud Employment lottery collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud (n=40) fraud (n=13) fraud (n=30) (n=45) fraud (n=50)

How distressing was the
incident? n % n % n % n % n % n % n % n %
Not at all distressing 78 103% | 14 16.9%| 49 11.4%| 3 7.5% 1 7.7% 3 100%| 5 11.1%| 2 4.0%
Mildly distressing 283 37.3% | 20 24.1%| 171 39.9%| 17 425% | 4 30.8%| 4 133% | 20 44.4%| 21 42.0%
Moderately distressing 261 34.4% | 34 41.0%| 138 32.2%| 13 325% | 4 30.8%| 16 53.3% | 15 33.3%| 15 30.0%
Severely distressing 137 181% | 15 18.1%| 71 16.6%| 7 175% | 4 308%| 7 233%| 5 11.1%| 12 24.0%
*Psychological/physiological
impact (month or more)
Worried/anxious 320 42.2% | 40 48.2%| 167 38.9% | 19 47.5% | 6 46.2%| 13 43.3% | 18 40.0%| 23 46.0%
Angry 556 73.3% | 57 68.7%| 309 72.0%| 28 70.0% | 11 84.6%| 26 86.7% | 31 68.9%| 40 80.0%
Sad/depressed 283 37.3% | 31 37.3%| 154 359%| 18 450% | 5 385%| 11 36.7% | 17 37.8%| 21 42.0%
Vulnerable 338 445% | 41 49.4%| 184 42.9%| 16 40.0% | 8 61.5%| 18 60.0% | 19 42.2%| 19 38.0%
Violated 410 54.0% | 44 53.0%| 228 53.1%| 17 425% | 8 61.5%| 17 56.7% | 25 55.6%| 29 58.0%
Can't trust people 475 62.6% | 59 71.1%| 247 57.6%| 26 65.0% | 12 92.3%| 20 66.7% | 31 68.9%| 33 66.0%
Unsafe 221 29.1% | 29 34.9%| 120 28.0%| 11 27.5% | 4 30.8%| 11 36.7% | 14 31.1%| 12 24.0%
Embarrassed 381 50.2% | 40 48.2%| 208 48.5%| 21 525% | 9 69.2%| 13 43.3% | 27 60.0%| 30 60.0%
Difficulty sleeping 161 21.2% | 24 28.9%| 76 17.7%| 9 225% | 4 30.8%| 10 333%| 7 15.6%| 11 22.0%
Stressed 423 55.7% | 54 65.1%]| 223 52.0%| 22 55.0% | 8 61.5%| 21 70.0% | 21 46.7%| 30 60.0%
*Sought help 72 9.5% 13 15.7%| 32 7.5% 7 175% | 1 7.7% 5 16.7%| 2 4.4% 8 16.0%
Counseling/therapy 28 3.7% 4 4.8% 12 2.8% 2 5.0% 0 0.0% 4 133%| 1 2.2% 4  8.0%
Medication 23 3.0% 3 3.6% 8 19% 3 7.5% 0 0.0% 1 33% 1 2.2% 5 10.0%
Visited doctor/nurse 29 3.8% 5 6.0% 15 3.5% 3 7.5% 1 7.7% 1 33% 1 2.2% 1 2.0%
Visited ER/hospital/clinic 14 1.8% 4 4.8% 6 1.4% 1 2.5% 0 0.0% 0 0.0% 0 0.0% 2 4.0%
As a result of incident, hard
or somewhat hard to meet 266 35.0% | 42 50.6%| 127 29.6%| 17 425% | 6 46.2%| 14 46.7% | 11 24.4%| 25 50.0%
monthly payments/pay bills
Mwm_m.._mwmmwm:m__,\mnmaamg 395 52.0% | 47 56.6%| 214 49.9%| 15 37.5% | 10 76.9%| 16 53.3% | 28 62.2%| 22 44.0%

*Victims could select multiple options.
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Table 10. Incident resolution by fraud type

(std. dev.)

Consumer
products Phantom
and services Prize and debt Charity Relationship
All victims Investment fraud Employment lottery collection fraud and trust
(n=759) fraud (n=83) (n=429) fraud (n=40) fraud (n=13) fraud (n=30) (n=45) fraud (n=50)
n % n % n % n % n % n % n % n %
Feel the incidentisresolved | 398 52.4% | 51 61.4%| 225 52.4%| 16 40.0% | 9 69.2%| 18 60.0% | 25 55.6%| 21 42.0%
"Time to resolve the incident
Oneday orless (1-24 hours) | 64 16.1%| 5 9.8% 40 17.8%| 1 6.3% 0 0.0% 4 133%| 2 8.0% 4  19.0%
More than a day, but less 82 20.6%| 14 27.5%| 50 22.2%| 3 188% | 0O 0.0% 2 6.7% 1 4.0% 4  19.0%
Atleast a week, but fess 75 18.8%| 10 19.6%| 44 19.6%| 2 125% | 1 11.1%| 4 13.3%| 6 24.0%| 2 9.5%
than one month (7-30days)
One month to less than
69 17.3%| 12 23.5%| 33 14.7%| 6 375% | 2 222%| 3 100%| 5 20.0%| 2 9.5%
three months
Three months to less than
. 46 11.6%| 5 9.8% | 21 9.3% 3 188% | 1 11.1%| 5 16.7%| 6 24.0%| 2 9.5%
six months
wmﬁoiﬁ tolessthanone | o g, , 3% | 10 44% | 0 00% | 0 00% | 0 00% |2 80% | 3 143%
One year or more 10 2.5% 2 3.9% 7 3.1% 0 0.0% 0 0.0% 0 0.0% 0 0.0% 1 4.8%
Don't know/Don't 33 8.3% 1 2.0% 20 8.9% 1 6.3% 3 333%| 0 0.0% 3 12.0%| 3 14.3%
"Median number of hours
spent resolving the incident 4 (125.5) 5(60.3) 3(37.2) 4(14.4) 8(795.8) 4.5(16.9) 5(29.9) 4 (43.5)

"Calculated out of total number of victims within each fraud category who feel incident is resolved
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APPENDIX B. SURVEY QUESTIONNAIRE

Fraud Taxonomy Survey
Programmed Version

Total Completes 2,000
Region (Qzip):

New England........ccoceviiniininincne. 92
Middle Atlantic..........cooevveeieenieeeennnen. 262
East North Central.............ccceeeeeunnenn.n. 295
West North Central .............cccvveeenneen. 132
South Atlantic .........coeevvvveeieeeiiiinnnns 391
East South Central.............ccceeeeeunnenn.n. 118
West South Central .............cccvveeenneen. 240
MoUntain..........ccevveeeeeeneeeeerreee e 145
Pacific .ccovveeeeieiiee 325
Age/Gender (Q.2a):

Males:

18/24 .o 134
25/34 e 177
B5/44 oo, 167
A5/54 e 177
S55/64 oo, 156
65 0r Older......ccouveeeeeiiiiieeieeeeeeee, 161
Females:

18/24 ..o 128
25/34 e 174
B5/44 oo, 168
A5/54 e 183
S55/64 oo, 168
65 0T OldEr ...evvveeeeieiieeeeceeee e, 207
Ethnicity (Q.4a):

Hispanic .......ccceeeeveeneenienienienieeee 342
WRhIte...ovvieiieiee e, 1248
African American..............ccoeeeevveneene... 246
Asian/Hawaiian/Native....................... 100
Native AMErican ........cccceeeeeeeeeeecvnenenn... 40
Other ..vveeieieeeecee e, 64
User Group (Q.A12):

Fraud .......coovviiiiiiiiieeeeee 9999
Not Fraud ........ooooovvvvviiiiiieiiiiiiennns 9999
LIVE Begin/End dates
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# 1) You’re invited to participate in this research survey on negative financial experiences in which
someone convinced you to pay them money by misrepresenting, lying about, or hiding information
about something they promised you would receive.

This survey will take about 10 minutes to complete.

PARTICIPANT’S RIGHTS: If you have read this form and have decided to participate in this
survey click on the yes option below. The alternative is not to participate. Your individual privacy
will be maintained in all published and written data resulting from this study.

CONTACT INFORMATION: If you are not satisfied with how this study is being conducted, or if
you have any concerns, complaints, or general questions about the research or your rights as a
participant, please contact the Stanford Institutional Review Board (IRB) to speak to someone
independent of the research team at (650)-723-2480 or toll free at 1-866-680-2906. You can also
write to the Stanford IRB, Stanford University, 3000 El Camino Real, Five Palo Alto Square, 4th
Floor, Palo Alto, CA 94306.

Yes, [ agree to participate in the study described above ..........cccccoeviiiiiiiiiiniieen. 1
No, I do NOT agree to participate in the study described above............ccceeveeereeennn.. 2

[IF Q.1 =2 (NOT), TERMINATE & SKIP TO QTERM]
# la) e Use the “>>” button on the bottom of each page to move through the survey.

e Answer every question to the best of your ability. There are no right or wrong answers; we are only
interested in your opinion.

e Individual answers will be kept strictly confidential and used for marketing research purposes only.

e If you need help during the survey, click on the Survey Assistance link near the bottom left of your
screen.

To start your survey, click on the '"">>" button below.

# Qzip) What is your zip code?

[ ]
[EDIT: 0001-99998]

[CHECK CENSUS DIVISION QUOTAS, IF FULL, TERMINATE & SKIP TO QTERM]
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#

1A)

So we can customize the survey for you, we have a few questions to ask.

(copy Q.A3 from 5150305)

#

1))

What is your gender?

(copy Q.A3a from 5150305 and make green changes)

#

2)

What is your age?

[DROP DOWN MENU; PUNCH SHOULD MATCH AGE]

[13 oo e e e eee e e e e st e e e s 13
T4 oottt e e s e e e e e e 14
1 e ettt e e et e e s e e s reene 15
16 eerveeee e e e e et e et e e s e e e e s ereenn 16
17 oottt e s e e e reene 17
18 et oo e e e ettt e e e s et e e s e ereenn 18
10 ettt e e e s e e s e e s s ereene 19
D00 oottt e et e e ee e eereene 20
L ettt e e e e et se e s 21
D ettt e e e e e reene 22
23 ettt et e et e e e e e ereene 23
D oottt et e e e e s reene 24
D ettt e e e et ee e reene 25
26 oot e ettt et e e e e e e reene 26
T ettt e e e e e e reene 27
L OO OSSO 28
20 ettt e e e e e ee e ereene 29
B0 et e et s e e r e 30
B ettt e e e e r e 31
3 et e ettt e s e 32
B et e e e et s e s s e 33
B ettt s e e 34
3 ettt ettt e e s e e 35
36 e eee e et e e s s e s 36
3 ettt e et e e s e e 37
B ettt s e s st 38
30 ettt r e 39
A0 oottt e et e e ereene 40
A oottt et e e e e eereene 41
A2 ettt et e s 42
A3 ettt et e e s e ereene 43
A2 oottt e e e s 44
A5 ettt e e e e e e reene 45
A6 oo e et e ettt e e e et e e ereene 46
A7 ettt e e e s e e s reene 47
48 48
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50 e e e ettt st 50
S e e et 51
D e e ettt b e 52
D e e ettt a e st a e b e 53
S e et 54
D e e e et h e et b e 55
50 e e e h e ettt b e 56
S e e e et 57
S e e et et a e st b e 58
5 e e e et 59
00 e e e et 60
O] et 61
02 e e e et 62
B e e e e e e et b e 63
B4 e et 64
B e e e et 65
00 e e e et e e e 66
07 e e et 67
B8 e et st 68
00 e et 69
70 e e e et a e st 70
T e e e 71
T e ettt st 72
3 e e e et 73
T e et 74
T e e et 75
70 e e et 76
T e et 77
T e e e et 78
T e e et 79
B0 e e 80
L e e e 81
e e 82
e e et e e &3
B e e e 84
B e e e 85
0 e s 86
T e et e e 87
B e e 88
B e e 89
000 et 90
DL e e e e 91
0 e et 92
3 e e e et 93
O e e 94
e e e 95
000 et 96
O e e e 97
D e e e 98
00 e e 99
LOO < e s 100
101 101
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103 et h bt b e e h ettt e h et ae bt e e bt bt ene et eaeeneenes 103
L0 bbbttt h ettt h ettt bt et beeb et e b et e e 104
L0 ettt bbbttt e h ettt h ettt be et e bt bt e st et eneeneenes 105
LOO <ttt h ettt h et a e bt et e bt bt ene et et enee s 106
L0 7 ettt bbbt e h ettt h ettt be et e bt bt et et e neenee s 107
L0 ettt h e bt b e e h ettt h e ettt be et e nbe bt e st et eaeeneenes 108
100 ettt h et h ettt b et be bt et et et enee s 109
L1 ettt h ettt e h ettt be e e bt bt ene et eaeene s 110
PTefer NOt 10 SAY ..euviieiiieetie ettt ettt ettt et e e 999]

[IF Q.A3a = 13-17, 999 (REF), TERMINATE & SKIP TO QTERM]

(copy Q.A3b from 5150305 — take into account 65+ includes the new punches)

# 2a) [BUILDER: CREATE GENDER/AGE NET FROM Q’s 1 & 2:
IMALE 18-24 ...ttt e e e e e e e e e e e e e e e 1
IMALE 25-34 ...t e e e e e e e e e e e eaianes 2
IMALE 3544t et e e et a e e e e e e 3
IMALE A5-54 ...t e e e e e e e e e niaaes 4
IMALE 5564 ... ettt e e e e e e e e e e e e e enaaes 5
Y F1 (S T RO RPPURRRRRRRRNt 6
Female 18-24 .. ...t e e e e e e e e e eanaaes 7
Female 25-34 ..ot a e e e e 8
FemaAle 35-44 ...t e e e e e e 9
Female 45-54 ..o e e 10
FEMAlE 55-04 ...t a e 11
FemaAle 65 .ot aa e e e 12

CHECK GENDER/AGE QUOTA, IF FULL, TERMINATE & SKIP TO QTERM]

# 3) Are you Hispanic or Latino?
S ettt et e b e bbbt bt h bt sttt et et e bt enaeen 1
N 0 et b bt h e et h e ettt b e be e b saeeeaee 2
PTefer MOt 10 SAY ..eeueieeiie ettt ettt et e et e bt et e et e st e enee s 3

[IF Q.3 = 3 (REF), TERMINATE & SKIP TO QTERM]

# 4) What is your race? (Select all that apply)

M]
WHItE/CAUCASIAI ... 1
Black/ASrican AMETICAN ....coooeveeeeeiieeeeeeeeeeee e 2
ASTATL ...t 3
Native Hawaiian/Pacific ISIander............ooovvvviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeee e 4
Native American/Alaska NatIVE ........oooviiiiiiiiiiiiiiiiiiieeeeeee e 5
Other (P1ease De SPECITIC) ..iiuiiiiiiiiiiieeiiee ettt ettt e aeeeaae e 6

[ ]

PTEefer MOt 10 SAY ..eeueiieiie ettt ettt ettt ettt e et e e bt e et e et e e nteeenee s 7

[IF Q.4 =7 (REF)_ TERMINATE & SKIP TQO QTERM]
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# 4a) [BUILDER: DEFINE ETHNICITY QUOTAS

IF SINGLE PUNCH:

IF Q.3 = 1 (YES), PUNCH CODE 1

IF Q.4 = 1 AND NO OTHER CODE, PUNCH CODE 2
IF Q.4 =2 AND NO OTHER CODE, PUNCH CODE 3
IF Q.4 = 3 AND NO OTHER CODE, PUNCH CODE 4
IF Q.4 = 4 AND NO OTHER CODE, PUNCH CODE 4
IF Q.4 = 5 AND NO OTHER CODE, PUNCH CODE 5
IF Q.4 = 6 AND NO OTHER CODE, PUNCH CODE 6

IF MULTI PUNCH:

IF MULTIPLE RESPONSE, PUNCH CODE 6

HIASPANIC -ttt e ettt e st e ettt et e e et e e bt e e eabeeeneeeenneeenee s
WHItE/CAUCASIAN ... eeeetiieeee e e et e e e e et e e e e e e e e eeataaeeeeeeeeeeeaasreeeeeeeeeennnnnes
Black/AfTican AMETICAN ...........vvveiieiiiieciiieeeeee e eeeeece e e e e e et e e e e e e eeeraeeeeeeeeeeennnnes
Asian/ Native Hawaiian/Pacific ISlander............coooovvveiiiiiiiiiiii e,
Native American/Alaska NAtIVE ...........coieeeiiiueiiiee e eeeeecee e e eeeerreeeeaeeeeeas

CHECK ETHNICITY QUOTA, IF FULL, TERMINATE & SKIP TO QTERM]

# A) Thank you for qualifying for our survey.
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These next questions refer to negative experiences in which someone convinced you to pay them
money by misrepresenting, lying about, or hiding information about something they promised you
would receive.

Please answer only about negative experiences that happened within the last twelve months -- that is,
since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

# Al) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Has anyone convinced you to invest your money in something by promising high or guaranteed rates
of returns, but the investment turned out to be worth much less than what you were told or your
money was never invested at all?

D =SSP 1

L TSRS 2

DON't KNOW ... ettt ettt e st e et e e s abeeeneeesnteeennee s 3

PTEefer MOt 10 SAY .eeeuveiieiie ettt ettt ettt et e et e e bt e st e et e e st e e e s 4
# A2) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you paid for any services that you never received or that turned out to be worthless?

| =SSP 1

L TSRS 2

DNt KNOW ...ttt ettt ettt e et e et e e st e et eeeaseeennee s 3

PTEefer MOt 10 SAY .eeeueieeiie ettt ettt et ettt ettt e et e e bt e e et e et eetee e s 4
# A3) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you paid for any products that you never received or that turned out to be worthless?

| =SSP 1

L 2SRRI 2

DNt KNOW ...t ettt e ettt e et e e bt et e et eeeaseeennee s 3

PTEfer MOt 10 SAY ..eeueeiieiie ettt ettt et e ettt et e et e e bttt e et e e et e enee s 4
# A4) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you been billed for a product, service, or membership that you never agreed to pay for?

D = OSSPSR 1

L TSRS 2

DNt KNOW ... ettt et e et e e bt e st e e neeesateeennee s 3

PTEfer MOt 10 SAY ..eeueeieeiie ettt ettt ettt ettt et e e sae e et e et esateeeaee s 4
# AS) Since [AUTQFILL DATE A YEAR AGO FROM SURVEY DATE]
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Have you paid money for a job or a way to earn money that in the end did not exist, caused you to
lose money, or was not as profitable as promised?

D =SSR 1

L 2SRRI 2

DNt KNOW ... ettt ettt e et e e bt e e e abeeeneeesnseeennee s 3

PTEefer MOt £0 SAY ..eeveiieiie ettt ettt et e ettt e et e ettt e e ne e e enbeeenee s 4
# A6) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you paid money to receive a prize, grant, inheritance, or lottery that you were told you won but
never received?

D =SSP 1

L TSRS 2

DNt KNOW ...ttt et e et e et e e et e et e e s seeenee s 3

PTEefer MOt 10 SAY ..eeviiieiie ettt ettt et e et e et e et e ettt e et e et ee e e s 4
# A7) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you given money to a person or an organization who claimed you owed them an unpaid debt,
even though the debt was false or you had already paid it oftf?

D = OSSPSR 1

L 2RSSR 2

DOt KNOW ...ttt et e et e e bt e e et e et eesnteeenee s 3

PTEefer MOt 10 SAY .eeiveieeiie ettt ettt ettt ettt et e bttt e et e et eenee s 4
# A8) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you donated money to a charitable organization or a cause on a crowd funding website that
turned out to be fake or that you suspect was fake?

| =TSRSS 1

L 2SRRI 2

DNt KNOW ...ttt ettt e e bt e et e e bt e e s nteeeanee s 3

PTEefer MOt 10 SAY .eeeueeieetie ittt et e ettt e et e e bt e et e et e e s teeenee s 4
# A9) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Have you given money to someone who said they were a family member, friend, or someone
interested in you romantically, but that person was not who they claimed to be?

D =TSSP 1
L TSRS 2
DNt KNOW ... ettt ettt et e ettt e et e st e e st e enee s 3
PTEefer MOt 10 SAY ..eeueiieiie ettt ettt ettt ettt e et e e bt e et e et e e nteeenee s 4
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# A10) Since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE]...

Besides what we have already discussed, in the past year, did anything else happen in which someone
convinced you to pay them money by misrepresenting, lying about, or hiding information?

[IF Q.A10=1 (YES), ASK; OTHERWISE, SKIP TO Q.A11]
# A10a) Please describe what else happened in which someone convinced you to pay them money by
misrepresenting, lying about, or hiding information.

Please be as specific as possible.

[

CODING USE ONLY ]

# All) [BUILDER: NUMBER OF FRAUD OCCURANCES

ENTER THE # OF PUNCHES OF Q.A1, A2, A3, A4, AS, A6, A7, A8, A9, A10 =1 (YES)

L ]
[EDIT: 0 — 10]

# A12) [BUILDER: DEFINE USER GROUP

IF Q.A11 GE 1, PUNCH CODE 1
IF Q.A11 =0, PUNCH CODE 2

[IF Q.A12 = 1 (FRAUD), ASK; OTHERWISE SKIP TO Q.P1]

# A13) We will now ask you several more specific questions about your experiences in the past year in which
someone convinced you to pay them money by misrepresenting, lying about, or hiding information
about something they promised you would receive.
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[IF Q.A1 =1 (YES), ASK; OTHERWISE SKIP TO Q.D1]

# B1) You stated that in the past year, someone convinced you to invest in something by promising high or
guaranteed rates of returns, but the investment turned out to be worth much less than what you were
told or your money was never invested at all.

How many times did this happen in the past year?

L BIITIE Lttt ettt et ettt e sb e sbe e bt et st st eateens 1
2 OF TIOTE LIITIES ..ttt ettt sttt ettt et et et et e bt e sbe e eb b e sbtesat e et e bt e bt enbeenaeen 2
# B2) [IF Q.B1 =2 (2+) DISPLAY] For the next few questions, think about the investment in which you

lost the most money.
What type of investment was it...?

[RANDOMIZE — ANCHOR CODE 9]

A little-known stock (often called a penny Stock) .........ccecveieriiiiiiiiniiiniiieieeeeee 1
Exclusive shares of a company prior to that company’s initial public offering........... 2
Something that guaranteed a daily rate of return.............coocceeeveiiiiiiniee e 3
A Real Estate Investment TTUSE........ooouiiiiiiiiiiiiiiieeieeeeit ettt 4
An 01l Or gas eXploration PrOJECE ........eeviuiririieiiie ettt ettt e et ee e 5
An alternative ENErgy COMPANY ......ccc.eeriuererureerrieeiieeeaeeeeneeeeanseesaseeassseesnseesaneeesseesssees 6
A government or corporation bond or debt (such as a promissory note, prime bank note or bond)
7
Commodities such as foreign currencies, agricultural products, energy products, or precious
TIETALS <.ttt sttt ettt et e b enaeen 8
Something else (Please be SPECifiC).....uiiriiiriiiiiiriiieeiie et 9
[ ]
# B3) Do you believe your investment was part of a Ponzi scheme where any profits you may have made

came from the funds of new investors?

S e e e e e e e e e e e e e e ettt 1
N O e ————————————— 2
DION"t KIOW .. 3
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[IF Q.A2 =1 (YES), ASK; OTHERWISE SKIP TO Q.C1]
# D1) You stated that in the past year you paid for a service or services that you never received or that
turned out to be worthless or unnecessary.

How many times did this happen during the past year?

LBIITIE Lttt et et ettt e sh e bt bt et et st eareent 1
2 OF TIOTE LIITIES ..ottt et ettt sttt ettt ettt et et e bt e sb e e sbtesbtesab e et e et enbeebeenaeen 2
# D2) [IF Q.D1 =2 (2+) DISPLAY] Thinking about the service or services that cost you the most money.

What type of service did you pay for, was it...?

[RANDOMIZE — ANCHOR CODE 7]

Useless computer virus protection software or a software upgrade .........c..ccceeeeeeenee.. 1

A service to remove negative information from your credit report..........ccccoeeeeeeenen.. 2

An upfront fee to someone who promised to get you a loan or credit card.................. 3

Repair services for your home or your vehicle that were never provided or that turned out to be
UTITIECESSATY .euvveenureeeurreanueeesaseeasseaanseaanseesaseeesnseesaseeannseeanseesnsaeesseeanseesnseeensseesnseeanseeesnsessnses 4

A service to get your immigration status changed ............cccoocceeviiiiniiiniiiniieeeen 5

Was it a service to help manage or pay off a debt, such as mortgage debt, student debt, or medical
4151 7 OO PRRR 6

Something else (Please be SPECIfiC)......uiiniiiniiiiiiieiieeiie et 7

[ ]

[IF Q.D2 = 6 (DEBT), ASK; OTHERWISE SKIP TO Q.C1]
# D3) What type of debt did you pay to have removed? Wasit...? (Select all that apply)

[RANDOMIZE — ANCHOR CODE 6]

M]
Credit Card AEDE ......ooi i 1
MOTEZAZE AEDL ...t ettt et st eaee s 2
Student 10an debt .......cccuuviiiiiiiieeeeee e 3
MEAICAl dEDT ...t a e e e e enaaes 4
Personal 10an debt...........oooviiiiiiiiiii e 5
Some other debt (Please be SPecific)......cccuiiiiiiiiiiiiiieeiii e 6
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# Cl)
# C2)
# C3)
# C4)
# C5)

[IF Q.A3 =1 (YES), ASK; OTHERWISE SKIP TO Q.E1]
You stated that during the past year you paid for a product or products that you never received or that
turned out to be worthless.

How many times did this happen in the past year?

[IF Q.C1 =2 (2+) DISPLAY] Thinking about the product in which you paid the most money for...
Was this something that turned out to be worthless or something that you never received?

WOTTRLESS . 1
NEVET TECEIVEW ...cooiiiiiiiiiiii et nsnnnnns 2

[IF Q.C2 =1 (WORTHLESS), ASK; OTHERWISE SKIP TO Q.C5]
Did you purchase a product to lose weight, or to lose weight without diet and exercise, but the results
did not deliver as promised?

[IF Q.C3 =2 (NO), ASK; OTHERWISE SKIP TO Q.C5]
Please describe the product or products.

Please be as specific as possible.

CODING USE ONLY ]

[IF C2 =2 (NEVER RECEIVED), ASK; OTHERWISE SKIP TO Q.E1]
Did you pay for something you never received from a seller on Craigslist, eBay, or another online
classified ad or auction website?

Yes (P1ease De SPECITIC) .iiuiiiiiiiiiiiiciie ettt et e et seb e eaee s 1
N 0 et ettt ettt et e h e ettt e bt e e shb e e s be e e bt e e sabeeebee s 2

[IF Q.A4 =1 (YES), ASK; OTHERWISE SKIP TO Q.F1]
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# El) You mentioned that in the past year you were billed for a product, service, or membership that you
never agreed to pay for.

How many times did this happen during the past year?

LBIITIE Lttt ettt ettt e sb e sbe e bt st sttt eareent 1
2 OF TIOTE LIITIES ..ottt et ettt sttt ettt ettt et et e bt e sbeesb b e sbtesab e et e e bt enbeebeenseen 2
[ ]
# E6) [IF Q.E1 =2 (2+) DISPLAY] Thinking about the most recent occurrence...

Were the unauthorized charges for...?

Continued billing after cancelling a service that you had paid for or agreed to in the past. 1

Something you never ordered, never signed up for, and never agreed to pay for........ 2

Other (P1ease De SPECITIC) ..iiuiiiiiieiiiieiee ettt ettt e aeeeaae e 3

DNt KNOW ..ttt et 4
# E7) How exactly were you charged? (Select all that apply)

[RANDOMIZE — ANCHOR CODE §]

M]
Charged to credit Card.........ocuieiiiiiii ettt 1
Charged to cable TV/internet bill ...........ccccoiiiiiiiiiii e 2
Charged to cellular/mobile phone bill ............ccoiiiiiiiiiiii e 3
Charged to PayPal or other onling account ............coecceieviieiiiienieeeee e 4
Charged to landline phone bill...........ccccoiiiiiiiiiiii e 5
Received a bill in the mail ........cocoviiiiiiiiiieeeeee e 6
Received a bill via email .........cooeiiiiiiiiiiiiii e 7
Other (P1ease De SPECITIC) ..iiiuiiiiiiiiiieiee ettt ettt aee e 8

# E2) [IF Q.E1 =2 (2+) DISPLAY] Thinking about the most recent occurrence...

Were you billed for Internet services, such as Internet access, website design, website hosting, or
online advertising that you did not agree to pay for? ..........ccoooieiiiiiiienie e 1

Were you billed for telephone, text, or data services that you did not agree to pay for? ...2

Were you charged for magazine subscriptions, credit monitoring services, or a membership in a
buyer’s club that you did not agree to pay for? This could include a situation where you were offered
a free trial of the product or service and were subsequently billed even though you had not agreed to

continue beyond the end of the free trial period. .........cccoooiiiiiiiiiiinii e 3
Were you billed for some other product, service or membership that you never agreed to pay
L) o OO O OO PP U PO P ROPPOPPRPRRPRRRPON 4
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[IF Q.A5 =1 (YES), ASK; OTHERWISE SKIP TO Q.G1]

# F1) You stated that in the past year you paid for a job or a way to earn money that in the end did not exist,
caused you to lose money, or was not as profitable as promised.
How many times did this happen during the past year?

LBIITIE Lttt ettt ettt e sb e sbe e bt st sttt eareent 1
2 OF TIOTE LIITIES ..ottt et ettt sttt ettt ettt et et e bt e sbeesb b e sbtesab e et e e bt enbeebeenseen 2
# F2) [IF Q.F1 =2 (2+) DISPLAY] Thinking about the most recent occurrence...

Did this involve...?
[RANDOMIZE — ANCHOR CODE 5]

Paying someone who promised to help you start your own business or coach you on launching a

NEW CATEET OMNIITIE ..ottt ettt ettt ettt sb e st sat e ettt et esaeeaeen 1
Paying someone who promised to help you make money working from home........... 2
Paying a fee for training that was supposed to result in a guaranteed job.................... 3
A job where the only way to make money was by recruiting other people to sell a product, rather
than selling the product itSEIf...........oooiiiiiii e e 4
SOMERING EISE.....eiiiiiieiii e ettt e et e e eenees 5

[IF Q.F2 =5 (OTHER), ASK; OTHERWISE SKIP TO Q.G1]
# F3) Please describe the job.

Please be as specific as possible.

[

CODING USE ONLY ]
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[IF Q.A6 =1 (YES), ASK; OTHERWISE SKIP TO Q.I1]
# G1) You stated that in the past year you paid money to receive a prize, grant, inheritance, or lottery that
you were told you won but never received.

How many times did this happen during the past year?

LBIITIE Lttt et et ettt e sh e bt bt et et st eareent 1
2 OF TIOTE LIITIES ..ottt et ettt sttt ettt et et et e e bt e sb e sb b e sbtesabeeat e et enbeebeenbeen 2
# G2) [IF Q.G1 =2 (2+) DISPLAY] Thinking about the most recent occurrence. Was the money you were
told you would receive associated with...?
PN 0] (T4 0 011 1<) 2 USRS 1
A sweepstakes that you had entered into previously? ..........ccccoeiiieniiiiiiiiiieeneeee. 2
An unclaimed INheritance? .........cocoiiiiiiiiiiiieeee e 3
Helping a stranger get his/her money out of a foreign country? .........ccccceevevevieennnenn. 4
SOMEhING EISE7 ..o et ettt ettt e et e et eenees 5
# G6) Were you informed that you would have to pay a deposit or a fee in order to get the money you were

told you would receive?
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[IF Q.A7 =1 (YES), ASK; OTHERWISE SKIP TO Q.J]
# I1) You stated that in the past year you gave money to a person or an organization who claimed you
owed them an unpaid debt, even though the debt was false or you had already paid it off.

How many times did this happen during the past year?

LBIITIE Lttt et et ettt e sh e bt bt et et st eareent 1
2 OF TIOTE LIITIES ..ottt et ettt sttt ettt et et et e e bt e sb e sb b e sbtesabeeat e et enbeebeenbeen 2
# 12) [IF Q.I1 =2 (2+) DISPLAY] Thinking about the most recent occurrence...

What did the person or organization say the debt was for, was it for...?

[RANDOMIZE — ANCHOR CODE 7]

UNPAIA TAXES +eutieeiiteeiie ettt ettt e et e et e e ettt e et teeateesateeebeeeeateesbeeessbeesnseesnneeesnseeenseeas 1
A PETSONAL LOAN ...cueiiiiii ettt ettt et eeaee s 2
Credit Card deDE .....oooeiiiie ettt e 3
MOTEZAZE AEDL ..ottt et et e n 4
Health care or medical care debt ...........cccooiiiiiiiiiiiii e 5
Student 10an deDL ........ooiuiiiiiiiee ettt 6
Something else (Please be SPECIfiC)......uiiniiiriiieiiiiiieeiie ettt e 7

[IF Q.A8 =1 (YES), ASK; OTHERWISE SKIP TO Q.K1]
# I1) You stated that in the past year you donated money to a charitable organization or a cause on a crowd
funding website that turned out to be fake or that you suspect was fake.

How many times did you donate money to a fake organization in the past year?
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[IF Q.A9 =1 (YES), ASK; OTHERWISE SKIP TO Q.L1]
# K1)  You stated that in the past year you gave money to someone who said they were a family member,
friend, or someone interested in you romantically, but that person was not who they claimed to be.

How many times did this happen during the past year?

L BIITIE Lttt et ettt et h e bbbt sttt eateens 1
2 OF TIOTE LIITIES ..ttt ettt sttt ettt et et et et e bt e sbe e eb b e sbtesat e et e bt e bt enbeenaeen 2
# K2) [IF Q.K1 =2 (2+) DISPLAY] Thinking about the most memorable occurrence...

Was this person...?

[RANDOMIZE]

Someone who seemed to be interested in you romantically or who you had a romantic connection
A4 L1 s DO OO 1

Someone pretending to be a friend or relative who needed your help .............c...c...... 2

[IF Q.A10=1 (YES), ASK; OTHERWISE SKIP TO Q.M]

# L1) You described a different negative financial experience in which someone convinced you to pay
money by misrepresenting, lying about, or hiding information about something they promised you
would receive.

How many times did this happen during the past year?
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M1)

[IF Q.A11 GE 2, ASK; OTHERWISE SKIP TO Q.N1]
You’ve stated that since [AUTOFILL DATE A YEAR AGO FROM SURVEY DATE] you’ve had
several negative financial experiences happen to you.

Please select the incident you remember the most detail about.

[DISPLAY IF Q.A1 = 1] Invested your money in something that promised a high or guaranteed

N o) i (110 3 0 USSP 1
[DISPLAY IF Q.A2 = 1] Paid for services never received or was worthless.............. 2
[DISPLAY IF Q.A3 = 1] Paid for a product(s) that you never received or turned out to be

WOTERIESS ...ttt ettt et e et e e st e e bt e et eesabeeebeeesabeeenneeenseeenees 3

[DISPLAY IF Q.A4 = 1] Billed for product, service, membership that you did not agree to pay
for 4
[DISPLAY IF Q.AS5 = 1] Paid money for a job or a way to earn money that did not exist5
[DISPLAY IF Q.A6 = 1] Paid money for a prize, grant, lottery that you were told you won but
NMEVET TECETVEA ..eneiiiiitii ettt ettt ettt ettt e et e e st e e e bt e e sabeesnbeeenbeeesabeeenneeeneeeenses 6
[DISPLAY IF Q.A7 = 1] Given money to pay an unpaid debt...........cccceeveeercerenne.. 7
[DISPLAY IF Q.A8 = 1] Donated money on crowd funding website that was fake... 8
[DISPLAY IF Q.A9 = 1] Given money to someone who claimed to be related, friend,
romantically INVOIVEd........ooc.iiiiiiiie et e e 9
[DISPLAY IF Q.A10 = 1] Some other way you were defrauded .............cccceeenennee. 10
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# N1) For the remainder of the questions focus on the negative financial experience you remember the best.

Did you ever have contact with the person, people, or company who took your money, either over
mail, email, text, the telephone, or in person?

S ettt ettt e b e bt e bt bbbt eh e sa bt et ettt et e naeen 1
N 0 ettt b bt bt ettt et et be e b saeeeaee 2
DNt KNOW ..ttt sttt 3
NOL APPIICADIE ...ttt et sttt et e e s 4
# N2) How did you find out about the person, product, service, job, charity, or company you gave your

money to? (Select all that apply)

[RANDOMIZE — ANCHOR CODE 9]

M]
I found out from browsing the Internet ..............coocceieiiiiiiiiini e 1
I found out through an email ............cccooiiiiiiiiii e 2
I found out through a text message or direct message on my mobile phone................ 3
I received something in the mail.........cccccoiiiiiiiiiiiiii e 4
I found out through a TV commercial or Radio advertisement..............ccceeeeeeeeeennen.. 5
I was called directly by someone on the telephone ............cocceeeiiiiniiiiiiiiieeieee, 6
I attended a presentation Or SEMINAT .........cccvieicuieeiieeriie ettt etee e seee e 7
I found out through word-of-mouth or face-to-face from the person who took my money 8
Other (P1ease De SPECITIC) ..iiuiiiiiiiiiiieiee ettt et e e teeeeae e 9

[ ]
# N3) How did you make any payments? (Select all that apply)
[RANDOMIZE — ANCHOR CODE 6]

M]
TPAId ONIINE ...ttt 1
I sent payment through the mail ...........ccceoviiiiiiiiiiiieeeeen 2
I paid over the telephone ..........cccoiiiiiiiiiiii e 3
TPAIA AL @ SEOTE.. .ottt ettt 4
I paid the person face-to-face ..........oovueriiiiiiiiiiiiee e 5
Other (Please be SPECIfIC) ...eiviiniiiniiniiiiiiienie et 6

[ ]
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#

N4) How did you transfer money to the person or company? For example, did you pay by check, use a

credit card, or use some other payment type? (Select all that apply)

M]

Tused @ credit Card.......cooueeiiiiiiiiiiee s 1

Tused a debit Or ATM Card......ccoeeriiiiiiiiiiieieeeetee et 2

T paid With CaSh....oceeiii e 3

T paid With @ CheCK ........iiiiie e et 4

I transferred money using a mobile or online payment system or app (like PayPal, ApplePay,
Square, Venmo, Google Wallet) .........coouiiiiiiiiiiiiie ettt 5

I purchased a MONEyY Order t0 PAY.......eeviuiieriieiiie ettt 6

I wired funds through a company like Western Union, Money Gram, or through a bank transfer

7

I used a prepaid card such as a Green Dot, Vanilla Card, Bluebird, or MoneyPak .... 8

I paid with Bitcoin or other digital CUITENCY .......ccccuveviiieiiieiieeieee e 9

Other payment method (Please be Specific) .....coevuierriiriiiieiiieeiieeeee e 10

[

N5) How much money did you pay in total? (Enter in whole dollars.)

$[

]

[CHECK BOX] DON’t KNOW ...oeiiiiiiiiiciiiieeciiee e
[CHECK BOX] Prefer N0t t0 SAY .....cceeeeveeriiieeiieeeiie e e eee e

[IF Q.N5 = DK, REF, ASK; OTHERWISE SKIP TO Q.N6]
N5A) Would you say you paid...?

Almost nothing (close t0 $0) .....eoveiriririieieeeeeeeee e
Between $1.and $99 .....oooomiiiniiieeeeeeee e
Between $100 and $499 ......ooovviiiiiieeeeeeeeeee e
Between $500 t0 $999 .. ..o
Between $1,000 t0 $4,999 ....onvoiieiiieeeeeeeeeeeeee e
Between $5,000 t0 $9,999 .....voiiiiieeeee e
Between $10,000 t0 $49,999 ....o.eeieeiieeeeeeeeeeeeeeee e
Between $50,000 t0 $99,999 ......eoiiiiiieeeeeeeeeeeeee e
$100,000 OF TNOTC.....cuveevieeeerierieeeereeee et et et ere e e eaeereeeaeereereenseereeneans
I can’t remember how MUCh.........ccccooiiiiiiiiiiiee e
Prefer NOt 10 SAY ..oeouiieeiie ettt ettt e

N6) How many separate times did you pay money in connection with this incident?
ONE IME ONLY ..eiiiiiieiiieeiie ettt ettt et e st e et e senee e

TWO LIITIES vttt e e e e e e eeeesanaes
TRICE OF MOTE tIIMIES .uvvvveieieeieieeeeeieeee e e e e e e e e e e eeeeaes

[EDIT: 0-999,999]
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N7)

N8)

N8a)

N8b)

N9)

N10)

N11)

N12)

When was the most recent time you paid money in connection with this incident?

2OT6 et e et e e et e e e et e e eeaaeeeeaaaeeean 1
0 SRR 2
Prior t0 2015 oot e e e e e e e e e anaaes 3
Don’t remMEMDEI/NOT SUTC.......uvviiiiiieeieieeiieeeee e eeeeciee e e e e e e e e e e e e eeeeaaaeeeeeeeeeeenannes 4

Did you ever get anything in return for what you paid, such as some money back or whatever was
originally promised to you?

[IF Q.N8 =1 (YES), ASK; OTHERWISE SKIP TO Q.N8b]
What do you estimate was the total value of the money, products, or services you ultimately
received/got back? (Enter in whole dollars.)

$[ ]
[EDIT: 0-999,999]

[IF Q.N8 =2 (NO) ASK; OTHERWISE, SKIP TO Q.N9]
Have you ever tried to get your money back?

In connection with this incident, did you ever receive a check as a form of payment or reimbursement
that bounced or turned out to be fake?

Did the person, people, or company who took your money state that they were a government official
or department of any kind? (e.g., a police officer, an IRS agent, a local/state/federal government
employee)?

S ettt et et e b e bbbt bbbt ettt ettt e bt e naeen 1

N 0 ettt b b ettt ettt et e bt be e bt saeeeaee 2
Were they...?

IMLALE .ttt ettt ettt naeen 1

FOMALe ..o 2

Don't know/not applicable .........ccuiiiiiiiiiiiie e 3
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[IF Q.N12 = 1 (YES), ASK; OTHERWISE SKIP TO Q.N15]

# N13) Did you know this person or people through a particular religious, community, professional, or social
organization?
Y S ettt ettt e b e bbbt b bbbttt et ettt e bt enaeen 1
N 0 et b bbbt et e b e b e bt e saeeeaee 2
# N14) Was the person or people any of the following? (Select all that apply)

[RANDOMIZE — ANCHOR CODE 5; CODE 5 EXCLUSIVE]

M]
A CUITENT OT TOTTNET SPOUSE ....utieeuiieeiiiieetieeeiteeette ettt et eeetteeeateeeteeesateesnbeesneeesnseeenseeas 1
A current or former significant other (girlfriend or boyfriend).........c.ccccoeeieienieenneen. 2
A faMily MEMDET.....oooiiiiiiieie ettt ettt et e et e e s 3
A person who provides personal care to you Or t0 YOUT SPOUSE .......ccceerveeerueeerveennnnnnn 4
NONE OF the ADOVE.....eouiiiiiiiiiiiii et s 5
# N15) Did you tell anyone about the incident?
S ettt bttt ettt e b e bbbt bt sa bt ettt e bt e b s 1
N 0 et b bbb ettt et be e bt saeeeaee 2
[IF Q.N15=1 (YES), ASK; OTHERWISE SKIP TO Q.N1§]
# N16) Who did you tell? (Select all that apply)
M]
My family, friends, and/or others in my communNity.........cccoeceeriirenieeniieeiieeeieeeeeen 1
Bank or credit card COMPANY .........coouieiiiiiiiie ettt 2
Local law enforcement .........c.coiieiiiiiiiiiiieieeeeeeeee ettt 3
Consumer protection agency or federal law enforcement agency ...........cccceeeeeeeneenn. 4
Other (P1ease De SPECITIC) ..iiuiiiiiiiiiiieiiee ettt ettt e 5
[ ]
[IF Q.N16 =4 (CONSUMER AGENCY), ASK; OTHERWISE SKIP TO Q.N18]
# N17) Which agency did you contact? (Select all that apply)
[RANDOMIZE — ANCHOR CODE 10]
M]
Federal Trade Commission (FTC)......ccociiiiiiiiiiiiieeee e 1
Consumer Financial Protection Bureau (CFPB) .........coccoiiiiiiiiiiiiiee e, 2
Federal Bureau of Investigation (FBI)...........ccociiiiiiiiiiiieeeee e 3
Securities and Exchange Commission (SEC).........ccciiiiiiiiiiiniiiiieee e 4
Better Business Bureau (BBB) .........ccoooiiiiiiiiii e 5
Internet Crime Complaint Center (IC3).........ooiiiiiiiiiiiiee e 6
State Attorney General’s OffiCe ........cceiiiiiiiiiiiiii e 7
United States Postal Inspection Service (USPIS)......cccoiviiiiiiiiiiiiiieeee e 8
Financial Industry Regulatory Authority (FINRA) .....ccooiiiiiiiiieeeeee e 9
Other (P1ease De SPECITIC) ..iiuiiiiiiiiiiieiiie ettt et e e s 10

[ ]
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[DISPLAY MENTIONS FROM Q.N17]

# N17a) How satisfied were you with the agency’s or agencies’ response?
Very Somewhat Neither Somewhat Very
Dissatisfied | Dissatisfied | Satisfied nor | Satisfied Satisfied
Dissatisfied

a) Federal Trade Commission 1 2 3 4 5
(FTC)

b) Consumer Financial Protection 1 2 3 4 5
Bureau (CFPB)

c) Federal Bureau of Investigation 1 2 3 4 5
(FBD)

d) Securities and Exchange 1 2 3 4 5
Commission (SEC)

e) Better Business Bureau (BBB) 1 2 3 4 5

f) Internet Crime Complaint Center 1 2 3 4 5
(IC3)

g) State Attorney General’s Office 1 2 3 4 5

h) United States Postal Inspection 1 2 3 4 5
Service (USPIS)

i) [INSERT OTHER FROM 1 2 3 4 5
Q.N17]

[IF Q.N15 =2 (NO), ASK; OTHERWISE SKIP TO Q.N19]
# N18) Why did you not tell anyone about the incident? (Select all that apply)

[RANDOMIZE — ANCHOR CODE 13]

M]

T Was MDbAITASSEA. .......eeiieiieiieiieriiece ettt sttt ettt nneas 1

Didn’t Know I COULd T@POTT 1...eieiiieiiieiiiieciieciieeiieeeree et e et eeseaeesebaeennae s 2

Didn’t know which authority t0 CONtACt.........cccuviiriieriieeie et 3

Didn’t know how to contact the appropriate authority...........ccceevvreriieecieerieeciee e, 4

Didn’t 10S€ MUCH MONEY......eoiviiriiiiiiiiiiiiieie ettt 5

Took care of it MYSEIL.......c..ooiiiiiiieciecc e e 6

Didn’t think it would do any 00d.........c.cceecvieiiriiiiiieciie e 7

Didn’t want to bother the police/It was not important enough..........ccceecevevveriveneenen. 8

Didn’t find out that my money was gone until long after it happened/too late for police or
INVESHIZALOTS 10 NEIP ..eviiiiieiii ettt et et 9

Couldn’t identify the person or organization that took my money or provide much information
that would be helpful to investigators or the POliCe ........ccevveeviiiieriieriieiie e 10

The person responsible was a friend or family member and I didn’t want to get them in trouble

11

Too inconvenient/didn’t want to take the time...........ccoeevevierienienienienereee 12

Other (P1ease DE SPECITIC) .uiiuiiiiiiiiiiieiiie ettt ettt et e et et e e b e etaeeseraeensae s 13

[ ]
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# N19) At the present time, do you feel that this incident is resolved?

S ettt ettt e b e bt e bt bbbt eh e sa bt et ettt et e naeen 1
N 0 ettt b bt bt ettt et et be e b saeeeaee 2
[IF Q.N19 =1 (YES), ASK; OTHERWISE SKIP TO Q.01]
# N19a) Approximately how long did it take to resolve?
One day o1 1€SS (1-24 NOUTS)...eeiuiiiiiiieiiee ettt et aee e 1
More than a day, but less than a week (25 hours-6 days).......ccccecceveviieriieiiieeneeen. 2
At least a week, but less than one month (7-30 days) .......ccceeeveeriirenieeiiieeieeceeee 3
One month to less than three months...........cocoociiiiiiiinie 4
Three months to less than Six MONthS..........cocevviiiiiiiiiiiiincee 5
Six months to less than 0Ne YEAT ........cccceciieiiiiiiiieieeee e 6
ONE YEAT OT TTIOTC ...eeuviieiiieeiieesiteestieeatteesuteeeteeesuteeeseeeanseeanseeeaseeesnseesnseeeasseesnseesanseenns 7
Don’t kKnow/Don’t T@MEMDBET .......ccueiiiiiiiiiiniiiieeieeeeeet et 8
# N20) Approximately how many hours have you spent in total trying to resolve this incident?

Enter your response in hours. If less than an hour enter “0”.

[ ]
[EDIT: 0-9999]
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# 0O1)  Negative financial experiences can affect people in many different ways. Now we want to ask how
the incident made you feel.

How distressing was this incident?

NOt At A1 AISITESSINE ....eveeeniieeeiiieeiie ettt ee et te et e st e et e st e eabeeeneeesnseeenneeas 1
MILALY ISEIESSINE ...eeeieieeiieeeiie ettt ettt ettt et e et e et e st e e sbteeenseesneeesnseeenneeas 2
Moderately diStTESSING .. .ccuveeeueieeiieeiiee ettt ie ettt te e tee et et e et eesebeeeneeesnseeennee s 3
SEVETElY QISITESSINEG ...eeevieeiiieiiie ettt ee et e ettt et e e tee e sate e st e et e e snbeesnneeesnseeenees 4

# 02) Did you feel any of the following ways for A MONTH OR MORE as a result of this experience?

[RANDOMIZE — ANCHOR OTHER]

Yes No
a) Worried or anxious 1 2
b) Angry 1 2
c) Sad or depressed 1 2
d) Vulnerable 1 2
e) Violated 1 2
f) Like you couldn’t trust people 1 2
2) Unsafe 1 2
h) Embarrassed 1 2
i) Difficulty Sleeping 1 2
i) Stressed 1 2
k) Some other way 1 2

[IF Q.02 K (OTHER) =1 (YES), ASK; OTHERWISE SKIP TO Q.03]
# 02z) You mentioned you felt some other way. Please explain how you felt below.

Please be as specific as possible.

[
CODING USE ONLY ]
# 03)  Did you seek any kind of professional or medical help for the feelings you experienced as a result of

this incident?

Findings from a Pilot Study to Measure Financial Fraud in the United States | 2017 65



[IF Q.03 =1 (YES), ASK; OTHERWISE SKIP TO Q.04]
# 0O3a) What kind of professional or medical help did you seek? (Select all that apply)

[RANDOMIZE — ANCHOR CODE 5]

M]
CoUNSElNG/TRETAPY ....veeeeieieeiie ettt et e et e et eeaeeeaae e 1
IMEAICATION ..ttt ettt e b e sb et sb e sttt ettt et nbeen 2
ViSTted dOCTOT OF TIUISE «...eouveeniiiiiiiiiniieiite ettt ettt ettt sttt enaees 3
Visited ER/NOSPItal/CHINIC ...cccueiiiiriiiiiiiiiiiccieeiceeeeeeeee e 4
Other (Please be SPECIfIC) ...eiuiiniiiriiiiiiiiiieiierteeeee et 5
[ ]
# 04) Has this incident made it hard for you to meet your monthly payments or pay your bills?
S ettt ettt et e h e bbbt sh et ettt et e e bt e naeen 1
SOMEWRAL ...ttt ettt 2
N 0 et b bbbttt sbe e s b s eaee 3
# 05) Do you believe that the person, people, charity, or company you gave money to intentionally tried to
scam or defraud you?
S ettt ettt b e bbbt h e eh e sa bt ettt e bt enbeen 1
N 0 ettt e b bbbt et be e b saeeeaee 2
DOn’t KNOW/NOE SUTE ....euiiniieiiiiieiieriie sttt naees 3
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# P1) The next questions are about how you feel about your financial situation in general. Please answer as
honestly as possible.

Using a 0 to 10 scale where 0 means “no control at all” and 10 means “very much control,” how
would you rate the amount of control you have over your financial situation these days?

No Control at 1 2 3 4 5 6 7 8 9 Very Much
All Control
0 10

0 1 2 3 4 5 6 7 8 9 10

# P2) How difficult is it for you to meet monthly payments or pay your bills?
Not at all dIfFICULE ..oveeeieiiice e 1
NOt VEry diffICUIL ..oo.viiiieiieieee e e 2
Somewhat diffICULt ....c..ooieiiiiiii e 3
VEry diffICULE oottt be e e s nees 4
# P3) In the past 12 months did you [or your partner] give financial help totalling $500 or more to friends or

relatives? (By financial help we mean giving money, helping pay bills, or covering specific costs such
as those for medical care or insurance, education, down payment for a home, rent, etc. The financial
help can be considered support, a gift, or a loan.)

S ettt ettt et b e b e nb bbbt ettt et e bt e beenaeen 1
N 0 et bbbttt ettt b e b s 2
NOt SUTE/PIETEr NOL t0 SAY .eevvvevieriiiriiieiieiieieestt et et e stte e eae et eebeebe e beesseesseessaeseneenes 3
# P4) In the past 12 months did you [or your partner] receive financial help totalling $500 from friends or

relatives? (By financial help we mean receiving money, help paying bills or covering specific costs
such as those for medical care or insurance, education, down payment for a home, rent, etc. The
financial help can be considered support, a gift, or a loan.)

Y S ettt et ettt b e h e b e eh e ebt e ea bttt ettt ebeenbeen 1
N 0 et b e bbbt st et et b e saee e 2
NOt SUTE/PIEfer NOL t0 SAY .eevvvevreeeiieiiieiieie et et et et et e steeaeebeebeebe e e e sseesseessaeseeeenes 3
# P5) In the past 12 months, were any children, parents, or other relatives dependent on you for more than

half of their financial support?

S ettt e e e e e e e e e e e e e e————taaaeeeeaaai———aaaaaeeeeaaiaaraaraaeeeaaaaanes 1
N0 ettt ettt e e e e e e e e ———— e e e e e e e et ———aaaaeeeeeaearaaaaaaaaaaann 2
NOt SUTE/PIEfer NOL t0 SAY .eeuvvevreriiieiiieiieii et et et et e site st e aeebeebeebe e beesseesseesseessneenes 3
# P6) Not including retirement accounts, do you have any investments in stocks, bonds, mutual funds, or

other securities?

Y S ettt ettt et b e h e bbbt she ettt ettt e beenaeen 1
L T USROS 2
Don't KNOW/PIefer NOL T0 SAY ...eevvvereieeieeiieieeieeieettesteesieesteeseteseresaesnreeseeseenseenseensees 3
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P7)

Which of the following statements comes closest to describing the amount of financial risk that you

are willing to take when you save or make investments?

Take substantial financial risks expecting to earn substantial returns.......................... 1
Take above average financial risks expecting to earn above average returns............... 2
Take average financial risks expecting to earn average returns ........c..cceeeeveeeeeeeeneennns 3
Not willing to take any financial TiSKS.........cccooriiiiiiiiiiie e 4
P8) The next questions are about how you feel about different aspects of your life. Please answer as
honestly as possible.
[RANDOMIZE]
Often Some of the | Hardly ever
time or never
a) Feel you lack companionship 1 2 3
b) Feel left out 1 2
c0) Feel isolated from others 1 2
P9) The next questions are about how you feel about other problems that may be happening in your life
right now. Indicate whether any of these are current and ongoing problems that have lasted twelve
months or longer. If the problem is happening to you, indicate how upsetting it has been. Please
answer as honestly as possible.
[RANDOMIZE]
No, isn’t Yes, but not Yes, somewhat | Yes, very
happening upsetting upsetting upsetting
a) Ongoing housing problems 1 2 3 4
b) Ongoing financial strain 1 2 3 4
c) Ongoing problems in a close relationship 1 2 3 4
d) Ongoing health problems 1 2 3 4
e) Ongoing physical or emotional problems in 1 2 3 4
spouse or a child
P10) How often do you engage in certain behaviors? Please answer as honestly as possible.
[RANDOMIZE]
Daily |2-3 Times| Oncea |[2-3 Times| Oncea |[Severaltimes| Never Not
a Week week a month month a year applicable
P16) Use the Internet 1 2 3 4 5 6 7 8
P17) Make online purchases 1 2 3 4 5 6 7 8
P18) Monitor financial accounts 1 2 3 4 5 6 7 8
(online, at the bank, ATM, or
with a financial advisor)
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# D1x) Before we finish, we just need to get some background information.

What is your marital status?

IMIATTIEA ..ottt ettt b ettt sttt et ettt naeen 1
SINELE ..ottt ettt et e et e e ae e e eabeeenteennteeenees 2
N1 2 ¢ 11T SRR 3
DIVOTCEA .ttt sttt sttt ettt naeen 4
WiAAOWEA/WIAOWET ...c..eiiiiiieiiiiieit ettt 5
PTEfer MOt t0 SAY ..eeveiieiie ettt ettt et e et e et e st e et e et e et eesateeenee s 6
# Dlax) Which of the following describes your current living arrangements?
I am the only adult in the household..............coooiiiiiiiniii e 1
I live with my spouse/partner/significant other .............ccocciiiiiiiiiiiiniiniie e 2
Tlive in my parent’s ROME .........ccuiiiiiiiiiiiiiieeee e 3
I live with other family, friends, Or roOMMAtES..........cceeeiiieriiiriiiieiee e 4
PTEefer MOt 10 SAY ..eiveieeiie ettt ettt e ettt et e ettt e et e et eenee s 5
# D2x) Including yourself, how many people are in your household?
I (ONLY YOUTSELIE) ...t ettt et e e e e aeeenee e 1
ettt a ettt h et e heeh e et e bt bt e n e bt st e e bt eh e e teeheebe et e ehe e bt ent e beeneeneenee 2
ettt ettt h e bttt h e h e a b e bt h et e he bt et e eheeh e et e beebe et e beeneenneneas 3
ettt h et h bttt e h ettt h e et e bt bt et e bt bt et et ene et nee 4
ettt h et h e b et bt h e a b e bt et en e ekt eh e et e bt bt et e beebe e st e beebeententas 5
6 O TTIOTC ...ttt ettt ettt et e s bt sb e sbtesbt e sb et sat e et eat e e bt e bt enbeesbeesbeesbtesatesatesateeaneens 6
PTEfer MOt 10 SAY ..eeveieeiie ettt ettt ettt et e et e e bt e et e et e et eeenee s 7
# D3x) How many children or dependent adults rely on you (or your spouse) for financial support? Please

include children not living at home, and step-children as well.

0 ettt h bttt h e et a b e bt st et ekt eh e en b e ehe bt et e besb e et e beeneenneneas 1
L ettt bbbt bt bbbt et et e te et et e bt eb e en b e ebe bt ent e beebeenteneas 2
ettt ettt h et bt bt e a e bt bt e Rt e bt eh e et e bt ehe et e ehe bt et e ehe bt et e beeaeentenee 3
ettt h et h e bttt h e h e a b e bt e ettt eh e et e bt eh e et e b bt et e besbeeneeneas 4
ettt h et bbbt h ettt e h e e te bt bt et e ehe bt et e beene e e nee 5
ettt h et h e bt e h e h e e a e bt et en e ekt ehe et e ebeeh e et e beeb e e st e beebeenneneas 6
L3010 14101 (< TSP UPSRUUSRRPRN 7
PTEfer MOt 10 SAY ..eeueieeiie ettt ettt e ettt e et e et e et e et e e et e e e s 8

[IF Q.D1=1 (MARRIED OR PARTNERED), ASK; OTHERWISE SKIP TO Q.D5]

# D4x) Who is the primary financial decision-maker in your household?
1A (<8 10 7<) USRS 1
IMLY SPOUSE ...ttt ettt e e ette ettt et e ettt e ettt e e bt e e bt e e eabeeeabeeeaneeeemseeeanbeeemteeesbeeenbeesaneeeenseeenneean 2
I share the responsibility equally with my SPOUSE......cceeviiieiiiiiiiieieeeee e 3
OHET ..ttt ettt et e bt st s bt sttt sttt et en 4
PTEfer MOt 10 SAY .eeieiiiiiie ettt ettt ettt et e e bttt e et e et eenee s 5
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# D5x) From the following list of organizations, please select the ones you have heard of. (Select all that
apply)

[RANDOMIZE — ANCHOR CODE 13] [DISPLAY IN 2 COLS]

M]
Federal Trade Commission (FTC).......ccciiiiiiiiiiiiiieieee e 1
Consumer Financial Protection Bureau (CFPB) .........coocoiiiiiiiiiieee e, 2
Financial Industry Regulatory Authority (FINRA) .....cccoooiiiiiiiiiiieieeeee e 3
National Consumers LEaZUE..........ceeruiiiiieiiiiieiieeiie ettt e et eeee s 4
Securities and Exchange Commission (SEC)........coocuiiiiiiiiiiiiiiiieececee e 5
Better Business Bureau (BBB) ........ccooiiiiiiiiiiie e 6
Consumer Federation 0f AMETICA........cocueriiriiriiiiiiieeteeeee ettt 7
National CONSUMET AZEIICY ... ..eeiuiteiieeriieeiieesttteeteeetteeateeateeesteeesseesseeeaneeesseeenees 8
Federal Bureau of Investigation (FBI).........c.ccociiiiiiiiiiiiieeeee e 9
Internet Crime Complaint Center (IC3).......ccooiiiiiiiiiiiiieieee e 10
State Attorney General’s OffiCe ........cceiviuiiiiiiiiiiiee e 11
United States Postal Inspection Service (USPIS)......ccccoviiiiiiiiiiiiieee e 12
NONE OF tHESE ..ottt sttt st sttt et eas 13
# D6x)  Which of the following best describes your current work status?
Self-EMPLOYE. ... ittt et 1
Work full-time for an employer..........coociiiiiiiiiie e 2
Work part-time for an employer.......c.coociiiiiiiiiie e 3
HOMEMAKET ...t 4
Full-time STUAENT......ooiiiiiiiiiiii et 5
Permanently sick, disabled, or unable to WOrk..........ccceeviiiiiiiiiiiiiecce e 6
Unemployed or temporarily laid off............ccoooiiiiiii e 7
REUTEA .ttt sttt et naees 8
PTEefer MOt 10 SAY .eeeueeieeiie ettt ettt et ettt e et e et e et e et e e et e enee s 9
# D7x) How would you characterize the area in which you live?
UTDAI 1ttt et ettt e b e bbbttt ettt ettt enaeen 1
SUDUIDAN ...ttt ettt 2
RUTAL .ttt 3
PTEfer MOt 10 SAY ..eeueiieiie ettt ettt et e et e e sat e et e et eenteeenee s 4
# D8x) What was the last year of education that you completed?
Did not complete high SChOOl..........ccooiiiiiiii e 1
High school graduate — regular high school diploma..........ccccoeeiiiniiiiiiiiieee 2
High school graduate — GED or alternative credential.............ccccccoeviirniiiiiiienieeee. 3
SOME COIBEE. ...ttt et ettt et e et e et e e sabeeenneeenneeeenees 4
COllEgE GTAUALE .....coeeeeeieieeiie ettt et ettt e et e et e e sate e st eesaeeesnbeeenaeenns 5
Post graduate @dUCAtION .........c.eeeiiiieiiieiiie et et 6
PTEefer MOt 10 SAY ..eiveieeiie ettt ettt ettt et e et e bttt e et e st eeenee s 7
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# D9x) What is your household’s approximate annual income, including wages, tips, investment income,
public assistance, income from retirement plans, etc.?

Less than $15,000 .........coiiiiiiiiie ettt eaeeeneas 1
At least $15,000 but less than $25,000 ...........coociiiiiiieoeeeeeeee e 2
At least $25,000 but less than $35,000 ..........ccoooiiiieiiiiieeeeeee e 3
At least $35,000 but less than $50,000...........coooiiiieiieoieeeeeee e 4
At least $50,000 but less than $75,000 ..........ccoooiiiieoieiieeeeeee e 5
At least $75,000 but less than $100,000 ..........c..ccoevieiiiiieeiieeeee e 6
At least $100,000 but less than $150,000.........ccoooviiieiiiiiiiiieeeeeeeeeeeee e 7
F150,000 OF TNOTE.....evevieeeeneeereeeeeeeeee ettt ettt et aeeae e e eaeene et e ereeneenseeseeneennenes 8
DON't KNOW ...ttt ettt e e et e e e e etta e e e e eabae e e enraeeeenraeeeas 9
PTefer MOt 10 SAY ..eeveiieieie ettt ettt ettt e et e et e e ebe e st e e e enees 10

[END]
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